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W
elcom

e to the  
latest edition of  
D

igital Parenting 
m

agazine. O
ur aim

  
is to provide you  
w

ith the latest expert 
advice so you can help your children 
develop the life skills and know

ledge 
they need to use the online w

orld  
sDfHOy DnG w

itK FonfiGHnFH�
N

ever underestim
ate the role w

e  
have as parents, even as our children 
grow

 and inhabit an online w
orld that 

can som
etim

es be very different to  
the one w

e use.
O

n page 6, w
e explain that parents 

and carers are key to nurturing resilience 
online w

hile, elsew
here, you w

ill  
finG H[SHrt tiSs DnG inforP

Dtion  
on how

 to do this.
Technology plays its part, so you  

w
iOO stiOO finG inforP

Dtion on sHttinJ 
SDrHntDO FontroOs DnG fiOtHrs on tKH  
apps and services your children use. 
H

ow
ever, underpinning it all is the 

im
portance of parents in helping 

children thrive in the online w
orld.

, KoSH you finG tKis nHw
 HGition 

helpful as a guide to strengthening 
children’s digital resilience – m

eaning  
the ability to recognise w

hen they are  
at risk online – and know

 w
hat to do,  

as Parent Zone CEO
 Vicki Shotbolt 

explains on page 7.
I w

ould love to hear your view
s on  

this edition, so please em
ail m

e at:  
paul.m

orris1@
vodafone.com

Paul M
orris H

ead of G
overnm

ent Affairs & 
Corporate Social Responsibility, Vodafone Ltd
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If you have any questions about 
D

igital Parenting or any of the 
issues raised in this edition, 
em

ail D
igitalParenting@

parentzone.org.uk.
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C
yberbullying

Share som
e 

kindness
The D

uke of Cam
bridge is w

orking w
ith industry and charity leaders and young people to help 

com
bat cyberbullying. H

ere, Zoe Croft, from
 the Taskforce on the Prevention of Cyberbullying, 

explains m
ore, and The D

uke tells D
igital Parenting w

hy the subject m
eans so m

uch to him

The taskforce of  
industry and charity 
leaders is w

orking  
w

ith young people to 
provide initiatives to 
com

bat cyberbullying 
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The internet creates 
a w

ealth of positive 
opportunities for young people 
across the w

orld. U
nfortunately, 

digital technologies can also 
generate neZ

 and significant 
avenues for bullying. As a 
parent, I have been alarm

ed  
by the pressures young people 
are facing from

 their peers and 
of the tragic consequences  
this can have. Last year, I set  
up a taskforce bringing social 
m

edia com
panies together 

w
ith internet service providers 

to develop a new
, positive 

strategy to com
bat online 

bullying. I hope that the 
outcom

es from
 this Taskforce 

w
ill help to ensure the internet 

rem
ains som

ething young 
people and their parents can 
em

brace Z
ith confidence�  

H
RH

 The D
uke of C

am
bridge

T
hrough his w

ork w
ith 

young people, m
ental 

health charities and as 
a parent him

self, The 
D

uke of Cam
bridge has 

becom
e increasingly 

concerned about 
cyberbullying and the im

pact it can 
have on children and young people.

A recent nationw
ide survey revealed 

that 55%
 of young people have received 

hurtful com
m

ents online, w
ith 18%

 
experiencing cyberbullying – and the 
problem

 is grow
ing. There’s been a 

dram
atic increase in m

obile devices 
and social m

edia sites, w
hich young 

people view
 as integral to their w

orld. 
In M

ay 2016, The D
uke of Cam

bridge 
brought together a taskforce of leaders 
in the technology and charity sectors 
to develop an industry-w

ide response 
to the online bullying of young people.  

A panel of young people brought 
together by the Taskforce revealed that 
w

hile m
any of them

 adm
itted they have 

been cyberbullied, they also explained 
how

 easy it can be to join in w
ith 

negative conversations online, quickly 
becom

ing a contributor to the abuse. 
The study also revealed how

 easy it 
can be for young people to just stand 
back and w

atch cyberbullying unfold. 
The panel asked the Taskforce for 

help in three w
ays:

1
  To identify a set of actions for young  
   people to help them

 behave better 
online, and for these to appear on the 
social m

edia sites they are using.

2
  For these actions to form

 part of  
  a cam

paign that also reȤects the 
fact that young people see social m

edia 
and the internet as positive platform

s.

3
  For parents, carers and teachers  
  to help rem

ind young people  
how

 to behave online, just as they  
do Z

ith their usual ofȤine behaviour�
A

s adults, w
e have conversations 

every day w
ith young people, guiding 

them
 on how

 they should behave at 
school, w

ith friends and w
hen they go 

out. This generation is asking us to offer 
them

 the sam
e support about how

 to 
behave online and on social m

edia. 
The Taskforce has now

 turned its 
attention to delivering these outcom

es, 
and it’s clear that by w

orking together, 
younger and older generations can 
help stop cyberbullying, and m

ake  
the internet a better, kinder place.  

Look out for further announcem
ents  

on the w
ork of the Taskforce on the 

Prevention of Cyberbullying at  
w

w
w

.royalfoundation
.com

/ 
our-w

ork/cyberbullying

W
orkshops helped young people identify 

action points to stop cyberbullying

Taskforce team
The m

em
bers of the Taskforce 

include The A
nti-Bullying Alliance, 

A
pple, BBC

, BT, The D
iana Aw

ard, 
EE, Facebook, G

oogle, Instagram
, 

Internet M
atters, N

SPCC
, O

2, Sky, 
Snapchat, Supercell, TalkTalk, 
Tw

itter, Vodafone, Virgin M
edia  

and YouTube. Together the 
m

em
bers w

ill be supporting 
cam

paigns for young people, 
parents, carers and teachers.

For further advice on 
cyberbullying, turn to page 23
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Facing challenges
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Facing challenges

W
hat is  

digital 
resilience?
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W
hat is digital resilience?

D
igital resilience is part of your 

personality that develops from
 

spending tim
e online and facing 

the challenges out there. It m
eans 

you recognise w
hen you’re at  

risk online, and that you know
 

w
hat to do. 
A resilient child is m

ore likely to 
stay safe if anything bad happens, 
and benefit from

 the opportunities 
the online w

orld provides.  

H
ow

 can I help?
The best thing parents can do  
is to set boundaries so children 
know

 w
hat they can do and  

w
hat they can’t – and then  

let them
 explore. 

They w
ill m

ake m
istakes, but  

to learn they need to take risks. 
W

hen they get into scrapes, it’s 
essential you let them

 learn from
 

them
 and help them

 recover. 
Then let them

 try again.  

W
ho else can help?

Everyone has a part to play  
in building a child’s resilience. 
H

aving safe spaces to explore and 
take age-appropriate risks is vital, 
so industry has a big role, building 
services that young people can 
enjoy w

ith proper safeguards. 
Schools can teach critical-

thinking skills so children can 
m

ake sensible judgem
ents about 

w
hat they’re doing and seeing, 

and w
ork on soft skills, like 

em
pathy and self-esteem

. 

Is resilience the sam
e  

as toughening up?
Absolutely not. Children need  
to take risks and learn that they 
can recover w

hen things go 
w

rong. But that’s not the sam
e  

as expecting children to toughen 
up w

hen bad things happen. 
G

etting help and resolving 
problem

s is im
portant.

Parent Zone CEO
, V

icki Shotbolt, explains how
 

you can m
ake sure your child has the tools they 

need to navigate the online w
orld successfully

Left to their ow
n devices, young 

people are unlikely to develop 
greater resilience and understanding 
w

ithout som
e opportunity to share 

their experiences w
ith adults,” explains  

D
r R

ichard G
raham

.
“W

e m
ay not understand all the apps 

or devices they use, but w
e do have 

thoughts about w
hat is good and bad  

in the w
orld, and sharing values is  

a fantastic w
ay for young people to 

process their experiences. Finding w
ays 

to discuss som
e of the m

ore challenging 
content they com

e across, w
hether 

pornography, ultra-thin m
odels or 

anim
al cruelty, can help young people.

“W
hen w

e cannot bear to speak 
DEout GiffiFuOt issuHs, or w

H try to sKut 
them

 dow
n, they becom

e m
ore, rather 

than less, frightening. W
hat has been  

seen cannot be unseen. Talking 
together m

akes a difference.

W
hat you 
can do

A
 w

orrying im
age

Jacqui noticed that her 
eight-year-old, Tiana, had 
becom

e w
ithdraw

n – she 
left the room

 w
hen the 

new
s cam

e on and didn’t 
look at her phone as m

uch 
as norm

al. Jacqui asked 
w

hat w
as w

rong, and Tiana 
said that she’d seen a photo 
of an elephant being shot 
online, and she w

as upset 
and scared to log on. 

Jacqui talked to Tiana  
about how

 she felt and  
w

ays to avoid it happening 
again, such as using G

oogle 
SafeSearch (see Tools, p41) 
and using m

ore relevant 
w

ords w
hen searching 

online. Jacqui let Tiana 
know

 it’s im
portant that she 

tells som
eone in future if 

anything upsets her, and 
encouraged her to go back 
online w

hen she felt ready.

G
oing public

Jam
ie, 13, w

anted to create 
a public YouTube account  
to perform

 m
agic tricks. H

is 
dad, Sam

, w
as w

orried Jam
ie 

w
as too young to cope w

ith 
negative com

m
ents, and 

that predatory adults m
ay 

contact him
 or try to track 

him
 dow

n in real life. Jam
ie 

explained that there is a 
huge, supportive netw

ork of 
young m

agicians out there, 

and his ow
n channel w

ould 
let him

 join in. They talked 
about posting videos safely, 
not revealing his contact 
details or location, how

  
to report inappropriate 
approaches, and w

ho Jam
ie 

could talk to if anything 
upset him

. Jam
ie initially 

posted videos w
ith 

com
m

ents turned off, 
turning them

 on w
hen  

KH fHOt P
orH FonfiGHnt�

Prom
oting digital resilience in real life

D
r R

ichard G
raham

 is Consultant  
Child & Adolescent Psychiatrist, 
N

ightingale H
ospital and London  

D
igital M

ental W
ellbeing Service  

digitalw
ellbeing.london 

V
icki Shotbolt and D

r R
ichard 

G
raham

 are co-chairs of the U
K  

Council for Child Internet Safety’s  
D

igital Resilience W
orking G

roup
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Top tipsJust one thing
If you could give parents one piece of advice to keep children  
safe online, w

hat w
ould it be? M

egan R
ose asked the experts

“Talk to your child about the risks of 
sexting and how

 to keep safe. If sexting 
goes w

rong and a sexual im
age is shared, 

it can be devastating for the child and 
support from

 parents is crucial. C
hildline 

provides confidential advice Ior children 
on the phone and online 24/7, and can 
even help get a sexual im

age rem
oved 

from
 the internet.”

John C
am

eron O
B

E
, H

ead of helplines, Childline,  
the free and confidential advice service for children  
w

w
w

.childline.org.uk 
Telephone: 0800 1111; Parent helpline: 0808 800 5000 

“Explore w
ith your child how

 they 
can report to their favourite site�
app. It can be reassuring for both 
of you, and it’s an opportunity to 
reiterate to your child that they 
can com

e to you if som
ething 

online has m
ade them

 feel 
w

orried or upset.”
M

arie Sm
ith

, H
ead of Education, CEO

P, the child 
protection branch of the N

ational Crim
e Agency  

w
w

w
.thinkuknow

.co.uk

“There are no set guidelines 
for how

 m
uch screen tim

e is 
appropriate for children, but 
there needs to be a balance. 
D

on’t be afraid to have rules, 
like ‘no tablets at the dinner 
table’. For younger children, 
use tech to help; the Forest 
app lets you grow

 a beautiful 
forest the longer you leave 
your device alone. And lead 
by exam

ple – m
ake tim

e to 
be a gadget-free fam

ily.”
C

arolyn B
unting, CEO

, Internet 
M

atters, an independent, not-for-
profit e�safet\ organisation  
w

w
w

.internetm
atters.org

“Be curious and ask your 
children to talk about, or better 
still� shoZ

 \ou� the services the\ 
are using and Z

h\ the\ love 
them

� 6tarting the conversation 
is key, both to help ensure  
that children know

 how
 to  

stay safe and respect others 
online, but also so they turn to 
you if som

eone or som
ething 

online is m
aking them

  
feel uncom

fortable.”
W

ill G
ardner, CEO

, Childnet International,  
and a D

irector of the U
K Safer Internet Centre   

w
w

w
.childnet.com

VD
PG
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“Parents need to know
 the 

m
odern troubles today’s 

kids face. So, get out there 
and explore the sites and 
apps your kids use. If you 
know

 nothing of Snapchat 
or 4chan you w

on’t be as 
ready or capable to help.”
Jam

ie B
artlett, author, The D

ark W
eb, and director  

of The Centre for the Analysis of Social M
edia for the  

U
K cross-party think-tank, D

em
os

“D
on’t let devices get in the w

ay of your 
parenting or let the tech m

ake you feel you’re 
not in control. The parenting techniques you 
use to get them

 to do their hom
ew

ork or eat 
their veg w

ork for digital rules as w
ell.”

V
icki Shotbolt, CEO

, Parent Zone, the U
K’s leading parenting  

organisation specialising in the digital w
orld w

w
w

.parentzone.org.uk

“Encourage your child to w
atch  

*&atfish� 7he 79
 6how

. Each episode,  
the presenters check the identity of 
som

eone a young person has befriended, 
often rom

antically, on social m
edia. It’s 

the best thing I’ve seen for explaining to 
kids in their ow

n language that people 
they m

eet online m
ay not be w

ho they 
say they are.”
E

leanor Levy, editor, Parent Info, a free new
s and advice 

service for parents that schools can run on their ow
n 

w
ebsite w

w
w

.parentinfo.org. *&atfish� 7he 7V 6hoZ
  

is rated 12. See p40 for our article explaining ratings. 

“From
 tim

e to tim
e, sit dow

n w
ith your 

children, gather in all their devices and  
ask them

 to take you through every app 
explaining w

hat they do, w
ho they speak  

to or connect w
ith and w

hich w
ebsites  

they visit. If your parental antennae start  
to tingle, delve deeper.”
John C

arr, internet safety and security expert, and m
em

ber of the executive  
board of the U

K Council for Child Internet Safety
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Fake new
s

Sorting the 
fact from

 
the fi ction
Fake new

s is everyw
here. But how

 do kids spot the truth 
online w

hen even adults struggle, asks G
ary Crossing

H
oaxes, propaganda and 
disinform

ation posing 
as fact� am

plifi ed and 
spread on social m

edia, 
are so pow

erful that they 
can inȤ uence public opinion and 
even affect elections.

FacebooN is introducing neZ
 tools 

to control its spread� and :
iNipedia 

plans to fi ght it Z
ith :

iNitribune� a 
Z

ebsite that uses onl\ evidence�based 
journalism

. M
eanw

hile, Vodafone w
ill 

not advertise on faNe neZ
s sites�

In the past, m
edia outlets have 

published stories that turned out to 
be untrue� %ut faNe neZ

s is deliberatel\ 
created to m

isinform
 people, w

hether 
for fun, m

alice, or to support som
eone’s 

ideological agenda.
$dults fi nd it hard to recognise faNe 

new
s and rum

ours online. Im
agine 

hoZ
 tricN\ it can be for \oung people� 

W
e need to help them

 develop the 
sNills to Tuestion Z

hat the\Ȃre seeing� 
and to recognise exaggeration and lies, 
just as the\ should in their ofȤ ine lives�

Vodafone and The D
iana Aw

ard’s anti-
bullying cam

paign have developed the 
Be Strong O

nline program
m

e for secondary 
schools, including a m

odule on critical 
thinking, w

ith a guide for parents by 
Parent Zone. Schools can sign up at

bestrongonline.co.uk. 7o fi nG 
out m

ore, see page 47
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Fake or not?  
Tick yes to any of these  
questions? That story m

ay 
not be the w

hole truth

D
oes the w

ebsite address  
(U

R
L) look strange or w

rong?

D
oes the story com

e from
 a third  

party you’ve never heard of?

D
oes the person have a political  

or ideological agenda to push?

A
re they trying to sell you  

som
ething by scaring you?

Could the im
age have been  

Photoshopped or faked?

Encourage your child to  
ask you if they are unsure 
if som

ething online is 
true or not. If they do 
com

e to you, discuss w
ho 

shared it and w
hy, how

 
reliable the source is, or 
w

hether the story looks 
or feels like an advert. 
Teach them

 to ask the 
follow

ing questions:

C
an you trust  

the person?  
M

ake sure they know
  

that not all sources are 
rHOiDEOH� ,f Dn unYHrifiHG 
social m

edia account 
posts that a band has 
broken up, it could be 
from

 anyone. The band’s 
offiFiDO DFFount or 
w

ebsite is m
ore likely  

to be trustw
orthy.

9HrifiHG 7w
ittHr or 

Instagram
 accounts have 

a sm
all blue badge w

ith  
a w

hite tick next to the 
nam

e. W
hile not every 

offiFiDO DFFount KDs D 
badge, and not every 

W
hat you 
can do

account that has one  
can be trusted, it’s  
a factor to consider. 

W
hy are people  

sharing this? 
D

iscuss w
ith your child 

w
hether they’re m

ore 
likely to share som

ething 
on social m

edia if it’s 
funny, exciting or 
shocking, and that posts 
and online new

s like that 
spread quickly because 
people w

ant to be the  
first to SDss it on� 

Even if a correction  
is posted, it’s unlikely  
to receive the sam

e 
attention, and the 
dam

age is already done.

W
hose side are  

they on?
Talk about bias and  
urge your child to get  
a balanced perspective  
by checking several 
sources – not just one. 

Is it real? 
Advise your child to 
check stories for 
m

anipulated im
ages  

or videos and to check 
the w

eb address (U
RL). 

M
any fake new

s sites 
m

im
ic genuine ones  

by m
aking sm

all  
changes to the U

RL.

Illustration:  Patrick George, Image: Getty
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N
eed to know

Life skill 1:
Be a critical thinker

Life skill 2:
be a confident com

m
unicator

Life skill 2:
be a capable tools user

Life skill 1:
Be a critical thinker

Life skill 2:
be a confident com

m
unicator

Life skill 2:
be a capable tools user

D
igital

life
skills

You don’t have to be a tech 
genius to help keep your children 
safe online. H

ere are the three 
digital life skills that w

ill serve 
them

 w
ell, w

hichever direction 
technology goes, says Eleanor 
Levy, editor, Parent Info

 Life skill
 B

e a critical thinker
W

e hear a lot about fake new
s 

(check out our article on page 
10), but being a critical thinker 
online isn’t just about being 
able to spot m

isinform
ation  

or lies. It’s about know
ing  

w
hen a w

ebsite is giving you 
advice that is either w

rong or 
potentially harm

ful, and about 
recognising and rejecting peer 
pressure to join in w

ith online 
crazes that could hurt you,  
or som

eone you know
.

 Life skill 
 %

e a confident 
 com

m
unicator

Children need som
eone to talk 

to w
hen things go w

rong or 
upset them

, online or off. They 
nHHG to fHHO FonfiGHnt tKHy  
can ask for help, even if they’ve 
been doing som

ething they 
shouldn’t have been, such as 
signing up for a social m

edia 
account w

hile underage, or 
sending inappropriate im

ages 
of them

selves. 

D
on’t w

ait until som
ething bad 

happens. R
eassure your child 

that they can tell you anything 
and you w

on’t get angry w
ith 

them
, w

hatever they’ve done.
Children and young people  
m

ay need guidance on how
 to 

com
m

unicate w
ith others safely 

and nicely. Parents can help by 
being role m

odels in their ow
n 

internet use (see our article on 
page 22). A

nd, if som
ething does 

go w
rong, the ability to com

plain  
is a skill children are never too 
young to learn. Know

ing how
  

and w
here to report bad things  

that happen is key for a positive 
experience online.
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C
reating a positive digital footprint

Scare stories abound about 
how

 your child’s digital 
footprint could negatively 
affect their life, but if they 
nurture it, they can use it  
to project a positive im

age 
to the w

orld.

G
et them

 to check their 
online presence regularly  
Before searching their  
nam

e online, they should 
log out of their social m

edia 
accounts so they can see 
hoZ

 m
uch of their profile  

is visible to a stranger. Too 

m
uch? U

se our tools section 
(see page 44) to help them

 
set up privacy settings.  

W
ho they follow

 or like on 
social m

edia reveals a lot 
Follow

ing organisations and 
com

m
entators, as w

ell as 
friends and celebs, can show

 
your child is w

ell inform
ed 

and interested in the w
orld. 

E
ncourage their creativity 

Keen w
riters could start their 

ow
n blog. O

r, if they’re into 
photography and video,  

they could start an account 
to share their w

ork. M
ost 

platform
s allow

 users to 
disable com

m
ents to control 

cyberbullying and trolling.
Just m

ake sure that before 
they are on social m

edia, 
they know

 not to share 
contact details or post 
anything that tells people 
w

here they live, go to school 
or hang out. They should 
also not private m

essage or 
one-to-one video chat w

ith 
people they’ve never m

et 
ofȤine� 7he\ also need to 

know
 how

 to block or report 
people w

ho hassle them
.

R
em

em
ber

A digital footprint isn’t just 
w

hat your child shares, it’s 
also w

hat is shared and said 
about them

 – rem
em

ber this 
w

hen posting about them
.

For som
e children, such 

as those in care, an online 
presence m

ay put them
 at 

risk. In these cases, privacy 
is im

portant. A positive 
digital footprint is a bonus, 
not a m

ust-have.

Skills w
orkshop

The D
igital Life Skills w

orkshop, 
developed by Vodafone w

ith Parent Zone, 
is designed to give parents fun activities to 

take hom
e and try w

ith their children. It focuses 
on the three digital life skills that support a child’s 

digital resilience and help them
 to Be Strong 

online, even as the tech w
orld changes around 

them
. Vodafone volunteers w

ill be offering 
w

orkshops to local schools. Find out 
m

ore at https://parentzone.org.uk/
vodafone-digital-life-skills

Illustration: Romualdo Faura

Life skill 1:
Be a critical thinker

Life skill 2:
be a confident com

m
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Life skill 2:
be a capable tools user

Life skill 1:
Be a critical thinker

Life skill 2:
be a confident com

m
unicator

Life skill 2:
be a capable tools user

A
 sim

ple test is to  
have your child ask  
the question

, ‘W
ho 

w
rote this, and w

hy?’ 
A

re they trying to sell 
you som

ething, con you 
into sharing personal 
inform

ation or an 
inappropriate im

age, or 
m

ake you look stupid? 
D

o they have their ow
n 

political or ideological 
agenda? The m

ore your 
child questions w

hat 
they see and hear online, 
the m

ore protected  
they w

ill be.

 Life skill
 B

e a capable tools user
Com

panies are building tools to 
m

ake the internet as safe as it can 
be, and it’s im

portant that children 
know

 how
 to use them

. For exam
ple, 

setting unique passw
ords and 

anti-virus softw
are can keep  

your inform
ation private. 

B
eing aw

are of how
 to block 

people on apps and services,  
and how

 to adjust safety and 
privacy settings, is as im

portant 
a life skill as learning how

 to 
sw

im
 or cross the road safely. 

From
 a young age, teach children 

that w
hen they sign up to a new

 
social m

edia app, gam
es forum

 
or online service, they m

ust lim
it 

w
ho can contact them

, and block 
people w

ho m
ake them

 feel 
uncom

fortable or threaten them
. 

Teach them
 to look for the tools 

and settings sym
bol (often a 

cog) and m
ake sure they know

 
that tools are there to help them

 
stay in control – not to stop them

 
doing things. See our Tools 
section from

 page 41 for help 
w

ith doing this.
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1 W
hat is sharenting?

a The habitual use of 
social m

edia to share 
new

s and im
ages of  

your children
b Constantly shushing 
your child in public
c Sham

ing your child  
by behaving in an 
em

barrassing w
ay

2 H
ow

 m
any photos  

of the average child  
do you think w

ill be 
posted online by  
their fiIth birthda\" 
a 500
b 1,500
c 150

3 +
ow

 confident are  
you about using 
privacy settings?
a Erm

, w
hat are  

privacy settings?
b Very – I use them

  
all the tim

e
c I do know

 how
 to use 

them
, but I don’t bother

4 D
o you ask for your 

child’s perm
ission 

before you post  
a picture of them

?
a N

o, they don’t m
ind  

– they love counting  
the ‘likes’ they get
b I have never thought 
about it
c Yes, in the interest of 
protecting their privacy

A
re you an 

over-sharent?
W

hat do you know
 about sharenting? W

hat 
are the risks? And are you doing it too m

uch?  
7DkH our Tui] to finG out� %y G

ary Crossing

Sharenting: the facts 

71%
of parents 

upload five or 
m

ore im
ages  

of their child  
each w

eek on 
social m

edia

9%of parents 
shared an 
im

age of  
their child  

in the w
om

b

21%
of parents have 
set up a social- 
m

edia account 
for their child

13%
say they share 
photos of their 
children to gain 

social m
edia 

follow
ers

32%
of parents have 

never asked 
their child if it’s 

O
K

 to share a 
photo of them

Source: Survey for Channel 4 N
ew

s/Parent Zone, M
ay 2017 w

ith 1002 U
K parents around the U

K
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5 D
o you expect other 

parents to ask your 
perm

ission before 
they post im

ages  
of your child?
a O

f course
b N

o, I don’t m
ind

c I never ask other 
parents, so I’m

 not 
bothered

6 H
ow

 does your child 
feel about you sharing 
pictures of them

?
a They’re em

barrassed 
but, hey, that’s m

y job  
as a parent
b I’ve never talked to 
them

 about it
c W

e talk before w
e  

post so w
e can judge 

how
 they feel

7 If they asked you to 
take a picture dow

n 
w

ould you do it?
a N

o, they need to 
develop a thick skin
b '

efinitel\
c I w

ould, but I don’t 
know

 how

8 W
hat are the risks  

of sharenting?
a Revealing too m

uch of 
your child’s private life
b Your im

ages could 
em

barrass your child  
or put them

 at risk  
of bullying
c Strangers could steal 
im

ages and use them

9 Your 13-year-old  
has just started a 
Facebook account.  
D

o you
…

a Talk to them
 about 

responsible sharing  
and privacy settings
b M

ake friends w
ith 

them
 so you can spy  

on w
hat they are doing

c Let them
 get on w

ith it, 
it’s none of your business

 

10 Your child falls  
off their bike w

hile 
learning to ride 
w

ithout stabilisers.  
You

...
a Reach for your 
sm

artphone and  
film

 it for posting
b Run to their aid
c D

idn’t see the  
accident because  
you w

ere too busy 
looking at your phone

 H
ow

 did you do?
0-2 points 
U

naw
arent 

D
ear, oh dear – hashtag 

poor sharenting skills.
 3-7 points
A

lm
ost there-ent 

You clearly have som
e 

know
ledge, but there is 

room
 for im

provem
ent.

 8-10 points
Share genius 
W

ell done! You are a 
responsible sharent. Your 
children w

ill be proud.

Score a point for  
each correct answ

er.
1) a; 2) b; 3) b; 4) c; 5) a;  
6) c; 7) b; 8) All three;  
9) a; 10) b

It’s illegal in France, but 
ȤourisKinJ in tKH 8

.
� ,t’s tKH 

practice of sharing those 
parenting m

om
ents that 

w
ould once have stayed 

betw
een you and your fam

ily, 
but are now

 broadcast to a 
potentially global audience.

W
ho are you sharing  

fam
ily pictures w

ith?
W

hen you decide to share a 
picture w

ith your loved ones, 

that doesn’t necessarily m
ean 

you w
ant to include their  loved 

ones and friends. Check your 
privacy settings are set to 
‘friends only’ if you don’t  
w

ant the w
orld to see them

; 
though rem

em
ber, any im

ages 
can be screen shot and passed 
on w

ithout your know
ledge.

D
oes your child care?

It’s easy once they’re old 
enough to ask, but w

hen 

children are little, it’s dow
n  

to you to decide w
hat im

ages 
you share. H

ow
 do you think 

they w
ill feel w

hen they’re old 
enough to have an opinion?  
In the end, only you can m

ake 
that judgem

ent call. 

V
log on?

If you decide to join the 
thousands of parents w

ho  
are vlogging, blogging and 
generally throw

ing open  

the doors of fam
ily life, check 

you are keeping them
 safe.  

A
re they traceable because 

you’ve left location-tagging 
turned on the im

ages? A
re 

they in school uniform
, letting 

the w
orld know

 w
here your 

FKiOGrHn DrH fiYH GDys D w
HHk" 

W
e tell our children to think 

before they share. The sam
e 

advice applies to parents.
V

icki Shotbolt,  
C

EO
 Parent Zone

D
o you sharent as w

ell as you parent?
Source: http://parentzone.org.uk/article/average-parent-shares-
almost-1500-images-their-child-online-their-5th-birthday Illustration: Peskimo
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O
nce upon a 

virtual tim
e

Vodafone and Parent Zone have created characters 
to teach online safety to prim

ary school children

C
hildren are never 
too young to learn 
the im

portance of 
keeping safe online. 
W

hile the advice 
they receive w

ill 
vary depending on their age, 
it’s vital to teach them

 key 
m

essages as early as possible, 
in language they understand. 

W
hich is w

hy Vodafone is 
launching its new

 in-school 
initiative, Story Tim

e, created 

w
ith Parent Zone. A

s the nam
e 

suggests, Story Tim
e w

ill involve 
volunteers visiting prim

ary 
schools throughout the U

K 
and reading pupils a specially 
w

ritten story about being 
safe and sensible online. 

Stories are an im
portant 

w
ay of developing children’s 

interaction w
ith the w

orld, so 
com

bining such an im
portant 

topic w
ith an exciting narrative 

w
ill help them

 learn about the 

challenges of the digital w
orld in 

a fun and age-appropriate w
ay.

Tw
o stories have been w

ritten 
for the schem

e, one for low
er 

and one for upper-level prim
ary 

school children, each delivering 
a crucial m

essage relating to the 
online w

orld. Teachers, parents 
and carers w

ill be encouraged 
to support the m

essages, and 
m

ake sure children know
 w

here 
to fi nG KHOS if tKHy DrH HYHr in 
a tricky situation online.

16    D
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Younger children
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Sally the sm
artphone 

Sally is a clever 
sm

artphone w
ho loves 

helping others. H
er best 

friend is Tom
m

y and she 
w

iOO DOw
Dys Fonfi GH in KiP

 
if anything goes w

rong.

W
hat is the internet?

W
e asked som

e little people to tell us
Tom

m
y the tablet 

Tom
m

y is a fun-loving, 
happy tablet w

ho starts 
life in a lonely box before 
KH is fi nDOOy EouJKt Ey  
a boy called A

ngus.

Each story features tw
o m

ain 
characters, Tom

m
y the tablet 

and Sally the sm
artphone, 

and their ow
ners, Annie and 

Angus. The devices are feeling 
under the w

eather because 
of som

ething their ow
ner 

has done online.
Each character’s ailm

ent is 
different, allow

ing children 
to spot sim

ilar experiences 
they m

ay have had online 
w

ith their ow
n devices. 

The m
essages in the stories 

w
ill encourage children to think 

about the potential effects of 
w

hat they do online, and how
 

to m
ake things right if they’ve 

m
ade a m

istake. All in a fun 
and happy environm

ent.

You can share Tom
m

y and 
Sally’s adventures by 
dow

nloading the story at 
https://parentzone.org.uk/
vodafone-story-tim

e

M
eet the characters

“The internet 
com

es from
 

the com
puter 

w
here you go 

tap, tap, tap!”
Ellen, 4

“It helps you 
go to different 

places and 
play gam

es”
Idrees, 4 

Ȅ<ou can fi nd 
things like 
sports and 
do it on the 
com

puter”
Jacob, 3½

 

The internet 
does quite a lot of 
things. It lets you 

send m
essages 

and even talk to 
people using it”

Theo, 5 

“It’s w
hat 

you use to 
play gam

es 
on different 
devices. You 

can w
atch 

YouTube and 
play gam

es 
that need W

i-Fi. 
It is kept on 
the cloud”

Sonny, 6

vodafone.com
/parents    17
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P
SH

E in school

W
hat is P

SH
E education?

Personal, social, health and econom
ic 

(PSH
E) education helps equip pupils 

w
ith the skills and know

ledge that 
they w

ill need to thrive at school 
and beyond.

It supports children and young 
people to be healthy, safe and 
prepared for adulthood by dealing 
w

ith real-life issues that affect them
, 

their fam
ilies and their com

m
unities.

PSH
E covers a diverse range of 

topics, from
 sexting and cyberbullying 

through to gender equality and 
extrem

ism
, by w

ay of careers 
education and personal fi nance�

H
ow

 does P
SH

E prepare young 
people for our digital w

orld?
D

igital technology is integrated into 
m

any areas of our life, so a good 
quality PSH

E curriculum
 needs to 

develop young people’s know
ledge 

and understanding of the digital w
orld 

– from
 safe online relationships to 

m
ental health and m

edia literacy.

Preparing your child 
for a digital future
Parents of secondary school children w

ill have heard 
the term

, but w
hat is PSH

E? And how
 can it help 

build your child’s digital resilience? Jonathan B
aggaley, 

CEO
 of the PSH

E A
ssociation, explains

H
ow

 can I support m
y 

child w
ith w

hat they’ve 
learned through P

SH
E

?
It’s im

portant that learning 
about things such as online 
safety, digital resilience 
and healthy relationships 
is a partnership betw

een 
parents and schools. 
Talk to your school about 
w

hat they’re teaching in 
36+

( DnG w
KHn� <ou’OO fi nG 

inform
ation to support 

your children’s education 
about the digital w

orld at 
w

w
w

.thinkuknow
.co.uk 

and w
w

w
.parentinfo.org

The skills and attributes PSH
E 

develops w
ill support young people 

online and ofȤ ine� $
ssertiveness� for 

exam
ple, could help your child exit a 

risky online chat, but w
ill also im

prove 
their chances in a job interview

. 
D

eveloping resilience w
ill help 

them
 bounce back from

 setbacks such 
as poor exam

 results, but also help 
them

 deal w
ith the pressures of 

constantly connected social m
edia.

Isn’t online safety covered 
in the com

puting 
curriculum

?
$

spects of online safet\ 
can be covered in 

TO
P

TIP
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P
SH

E in school

PSH
E, SR

E or 
R

SE? Education 
explained
 P

SH
E 

Personal, social, health 
and econom

ic education 
(PSH

E) is a school subject 
through w

hich pupils 
develop the know

ledge, 
skills and attributes they 
need to keep them

selves 
healthy and safe, and 
prepare for life and w

ork
in m

odern Britain.

 SR
E 

Sex and relationship 
education (SRE) is part 
of the w

ider PSH
E 

curriculum
, dealing w

ith 
the em

otional, social 
and physical aspects of 
grow

ing up, relationships, 
sex, hum

an sexuality 
and sexual health.

 R
SE 

Relationship and sex 
education (R

SE) w
as the 

term
 used by education 

secretary Justine G
reening 

in M
arch 2017 w

hen she 
announced governm

ent 
plans to m

ake sex 
education com

pulsory 
in all schools in England 
and W

ales.

com
puting lessons, including 

an understanding of w
ays to use 

technology safely and securely. 
H

ow
ever, the online w

orld is m
ore 

com
plex and nuanced. PSH

E education 
goes beyond the technological to 
focus on the m

ore hum
an, social and 

em
otional aspects of online life. 

H
ow

 do I know
 if P

SH
E education 

is taught w
ell in m

y child’s school?
Schools have an obligation to publish 
details of their curricula on their 
w

ebsite, including PSH
E provision. 

H
ow

ever, som
etim

es there is little 
inform

ation to go on.
The N

ational Curriculum
 suggests 

that ‘all schools should m
ake provision 

for PSH
E, draw

ing on good practice’. 
The D

epartm
ent for Education 

announced it w
ill open a consultation 

on w
hether to strengthen this 

expectation further, in recognition 
that not all schools cover it w

ell.

For m
ore inform

ation about 
PSH

E education, go to
w

w
w

.pshe-association
.org.uk

Illustration: Ian Dutnall
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H
elping fam

ilies

If you could do one thing tom
orrow

 
to im

prove the online lives of U
K

 
children

, w
hat w

ould it be?
Sim

ply being aw
are of the dangers w

ill 
m

ake the m
ost difference. Yes, the 

online w
orld contains m

any hidden 
risks, but there are also dangers in the 
ofȤine Z

orld and Z
e donȂt address 

those b\ severel\ lim
iting childrenȂs 

freedom
 – w

e give our young people 
the necessary guidance and allow

 
them

 room
 to e[plore� 7hatȂs hoZ

  
w

e should approach online risks,  
too. The internet is full of fantastic 
opportunities for children to learn  
and groZ

 and Z
eȂd hate for them

 to 
m

iss out� ,tȂs all about m
aNing sure 

children feel confident and safe online� 
but still have the freedom

 to develop.
For that reason, the U

K Council for 
Child Internet Safety (U

KCCIS) set up  
a Z

orNing group� at the governm
entȂs 

request, to look at the effectiveness  
of fam

il\�friendl\ filters Ǿ and� in 
particular, to m

ake sure they are not 
inadvertentl\ filtering out content  
that actually helps our young people, 
such as providing im

portant advice  
on topics like suicide prevention  
and bullying. 

H
ow

 can schools help to build 
children’s digital resilience?
Schools already offer strong support 
to parents and children alike, but  
w

e are encouraging a num
ber  

of new
 initiatives that w

ill help. 
Parent Info, for exam

ple, an  
initiative delivered by the Child 
Exploitation and O

nline Protection 
Centre (CEO

P) and Parent Zone, 
regularly collates the latest expert 
inform

ation, w
hich can then be 

uploaded for free onto schoolsȂ 

D
igital Parenting asks the m

inister 
of state for digital, M

att H
ancock, 

about governm
ent plans for 

keeping our children safe online

“G
ive our  

young people 
the necessary 
guidance and 
allow

 them
 

room
 to explore”

w
ebsites. W

e have put e-safety  
front and centre in the com

puting 
curriculum

, to m
ake sure our young 

people are digitally savvy and can stay 
safe both at hom

e and elsew
here.

W
hat is the governm

ent doing  
to help fam

ilies adapt to raising 
children in a digital w

orld?
W

e have already show
n our 

com
m

itm
ent to keeping children safe 

online by introducing the m
ost robust 

internet child-protection m
easures  

of any country in the w
orld. W

e have 
ended the easy availability of adult 
content by giving parents control  
of w

hat their children can access 
through fam

il\�friendl\ filters� and  
by m

aking it a legal requirem
ent for 

those delivering adult content to 
ensure it is safely behind an age 
verification control� 

Images: Getty
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H
elping fam

ilies

O
pening up the w

orld
Children and young people w

ith special educational needs (SEN
) or physical 

GisDEiOitiHs DrH EHnHfittinJ froP
 tKH Jrow

inJ rDnJH of GHYiFHs DnG softw
DrH

S
chool days can be particularly tough 
for those w

ith m
ental or physical 

challenges. But technology is m
aking  

a difference, helping young people  
get on w

ith everyday tasks, or sim
ply 

enjoy them
selves, w

ithout being 
singled out as being different.

Learning about life online 
Four-year-old Soleil from

 W
est London 

is autistic. H
is father D

exter told us, 
“Soleil absolutely loves technology.  
H

e goes online for entertainm
ent,  

but KH DOso usHs it to finG tKinJs out  
and to regulate him

self. 
“W

hile he loves w
atching cartoons, 

other videos can help him
 understand 

and becom
e com

fortable w
ith a tricky 

H[SHriHnFH KH’s KDG in tKH ofȤinH w
orOG�

“)or H[DP
SOH, KH onFH KDG D firH�GriOO 

at nursery, w
hich he hated due to the 

loud noises. O
nce he got hom

e, he w
ent 

onOinH DnG w
DtFKHG YiGHos of firH alarm

s 

for w
eeks on end.  

H
e uses technology 

to m
ake sense of 

experiences that have 
m

ade him
 scared  

or uncom
fortable.”

A
 helping hand

The developm
ent of 

assistive technology 
(AT), has helped 
children w

ho w
ould 

otherw
ise struggle  

to keep up w
ith their 

peers and m
aintain 

their independence, 
w

hich in turn increases their self-
FonfiGHnFH DnG kHHSs tKHP

 P
otiYDtHG� 

“Technology has becom
e an essential 

teaching tool in the classroom
,” says 

Laurel Fleck, a deputy head teacher 
from

 north London. “It can im
prove 

concentration and engagem
ent  

for a w
hole class, a sm

all group or 
individual teaching. It can be used 
effectively to assist children w

ho  
need extra help, such as touch-typing 
apps for children w

ith dyslexia.” 
A

s technology develops, the w
orld  

of learning looks set to open up for  
a generation previously denied the 
chance to pursue their dream

s.

• N
ext G

eneration Text 
R

elay Translates voice
to text and text to voice
• SM

S em
ergency calls

Allow
s you to text 999 

in an em
ergency

• 195 free directory 
enquires For the blind
or partially sighted
• D

edicated call-centre 
team

 Specialised team
 

offering help and support

• Specialist handsets
D

esigned to help w
ith 

a childȂs specific needs
• SignV

ideo G
ives 

British Sign Language 
(BSL) users free access 
to an online interpreter 
if you need to contact us
• Third party bill 
m

anagem
ent

• B
ills in large print 

and B
raille

For m
ore inform

ation 
about the accessibility 
services available, see 
w

w
w

.vodafone.co.uk/
accessibility-services 
Z

here \ouȂll find videos 
and advice, as w

ell as  
a w

ebchat link to our 
advisors. Alternatively, 
you can call our  
specialist team

 on  
0333 304 3222.

A
ccessibility services for your child from

 Vodafone 
W

e w
ant everyone to be able to use m

obile technology. If your child has 
accessibility requirem

ents, w
e provide a range of services that can help

For m
ore inform

ation and advice:
•  British A

ssistive Technology 
A

ssociation w
w

w
.bataonline.org

•  SEN
D

irect w
w

w
.sendirect.org.uk/

categories/education
-learning

•   The N
ational Autistic Society 

w
w

w
.autism

.org.uk

D
exter and  

his son Soleil

A
sk nicely

Young people w
ill soon need 

their  parents’ perm
ission  

to join social m
edia sites 

The G
eneral D

ata Protection 
Regulation (G

D
PR

) com
es into 

force in 2018. The legislation 
stipulates that anyone under  
16 w

ill need parental consent 
before signing up to online 
services, including social m

edia. 
EU

 m
em

ber states can set the  
lim

it at a low
er age, as long as  

it’s not below
 13, and the U

K 
governm

ent is considering  
w

hat age this should be. 
“The U

K is w
orld-leading w

hen 
it com

es to child internet safety,” 
says M

att H
ancock. “I am

 not 
aw

are of any other country that 
has introduced fam

ily-friendly 
filters at netZ

orN level as Z
e 

have, that has legislated to 
introduce age verification to 
protect children from

 accessing 
pornographic m

aterial, or that 
w

orks so closely w
ith industry to 

deliver effective solutions. The 
G

D
PR is a great step tow

ards 
m

aking the U
K the safest place 

in the w
orld to go online.” 
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H
elping fam

ilies

D
igital Parenting is about 
giving people the practical, 
expert advice that w

ill help 
them

 w
hen it com

es to 
talking to their children 

about the online w
orld. It also inform

s 
them

 of the technology they need  
to be talking to their children about.

It can be easy to say, ‘W
ell, w

e’ve 
been doing this a long tim

e, do w
e 

need to do it again?’ 
Then you look at the w

ay things 
m

ove forw
ard and think, ‘Yes, this  

is still a big, live issue and w
e need  

to be doing our bit.’
The debate around how

 quickly 
social m

edia sites should be taking 
dow

n offensive content, for exam
ple, 

rem
inds you of the im

portance and 
relevance of w

hat w
e do.

D
igital resilience is key

W
e have to help children understand 

how
 they can keep safe, w

hat can 
happen online that could cause them

 
stress, and how

 to deal w
ith it. 

W
e need to be 

doing our bit
H

elen Lam
prell, Corporate &

 External 
Affairs D

irector of Vodafone U
K

, explains  
w

hy D
igital Parenting m

agazine, now
 in its 

sixth edition, is m
ore im

portant than ever

D
id you know

? 
Vodafone devices have  
a content bar, w

hich blocks 
access to w

ebsites w
ith 

18+-rated m
aterial. This  

is turned on by default  
and can only be disabled  
if som

eone 18 or older  
gets in touch w

ith us and 
requests that it be turned 
off. Any listed child-abuse 
sites are blocked via the 
Internet W

atch Foundation, 
w

hich is updated daily.
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A
ll form

s of bullying 
can have a lasting 

im
pact on a young person’s 

Fonfi GHnFH, sHOf�HstHHP
 DnG 

m
ental health. U

nlike other 
EuOOyinJ, FyEHrEuOOyinJ FDn’t 
be left at the school gate – 
it has an im

pact on a young 
SHrson’s onOinH OifH, w

KiFK 
FDn’t EH HDsiOy sw

itFKHG off�
$t tKH KHDrt of our w

ork is 
the belief that young people 
are the best instigators of 
rHDO, sustDinDEOH FKDnJH in 
the lives of other young 
SHoSOH� 7KHrHforH, w

H 

enable and support young 
people to take positive 
social action on issues 
that affect them

.
2

ur SHHr�OHG $
nti�%uOOyinJ 

A
m

bassadors Program
m

e 
KDs sHHn P

orH tKDn ��,��� 
young people trained as 
$

nti�%uOOyinJ /HDGs in tKHir 
sFKooOs, FoP

P
unitiHs 

and online. O
ur training 

HP
Sow

Hrs younJ SHoSOH 
and staff to change 
DttituGHs, EHKDYiours DnG 
the culture of bullying. 
It gives young people the 

H
elping one another

Tessy O
jo, &(2

 of 7KH '
iDnD $w

DrG, GHsFriEHs tKH 
orJDnisDtion’s JrHDt w

ork DJDinst FyEHrEuOOyinJ DnG 
its $

nti�%uOOyinJ $
P

EDssDGors 3roJrDP
P

H

&KiOGrHn FDn EH w
orriHG

that by telling their parents 
tKHy w

iOO EH EDnnHG froP
 

social m
edia or their devices 

w
iOO EH tDkHn Dw

Dy� 5HDssurH 
them

 that this isn’t the 
FDsH� ,nstHDG, Jo tKrouJK 
these useful tips as 

W
hat you 
can do

rHFoP
P

HnGHG Ey 5HsSHFt 
0

H, tKH 6FottisK Dnti�
bullying charity.

1
6Ht soFiDO P

HGiD 
accounts to private 

and help them
 delete 

offensive com
m

ents.

2
G

o through abusive 
m

essages or im
ages 

DnG Dsk tKHP
 to sKow

 you 
any they receive in the 
future. If m

essages or 
im

ages can be construed 
Ds iOOHJDO, kHHS FoSiHs, 
GDtHs, tiP

Hs, HP
DiO 

addresses or phone 
num

bers and take them
 

to the police. 

3
Turn off location 
settings so bullies can’t 

fi nG tKHP
 in tKH rHDO w

orOG�

4
%OoFk usHrs on DSSs, or 
the phone num

bers of 
anyone bullying them

 via 
text m

essages.

5
If the cyberbullies go 
to your FKiOG’s sFKooO, 

inform
 D tHDFKHr, DnG Dsk 

them
 for help to im

plem
ent 

a plan of action.

For m
ore inform

ation on 
tKis DnG w

KDt to Go if you 
think your child is bullying 
soP

HonH HOsH, Jo to 
w

w
w

.respectm
e.org.uk

It’s about educating children, 
parents and the w

hole com
m

unity 
about how

 they can m
ake good 

decisions online, and about applying 
critical thinking to w

hat they see 
and w

hat they read.

R
eaching m

illions of fam
ilies 

The last issue of D
igital Parenting 

w
as sent out to 1.5 m

illion fam
ilies. 

I’m
 im

m
ensely proud of the fact it’s 

had such a trem
endous im

pact. 
I’ve received som

e great feedback 
from

 people I’ve bum
ped into – not 

just parents, but people w
ho are 

e[perts in the fi eld Z
ho sa\� Ȅ,Ȃve 

read your latest version and it’s 
great; it’s got som

e really good 
inform

ation in there.”

It’s helped m
y fam

ily, too
I had a conversation w

ith one of 
m

y children the other day about 
a singing app she’d been using. W

e 
talked about the settings and she 
realised she hadn’t set them

 up in 
the safest w

ay. I knew
 w

hat to look 
for and how

 to sort it out. I don’t 
think I’d have been able to do that 
if I hadn’t read this m

agazine.
It also helped m

e to have a 
conversation w

ith her in a w
ay that 

m
eans she w

ill tell m
e in the future 

if anything goes w
rong. I think it’s 

really im
portant not to punish your 

children w
hen they’ve m

ade an 
innocent m

istake or done som
ething 

stupid. If you do, they’re never going 
to com

e and tell you again if they 
get into trouble. 

M
y one piece of advice

/earning hoZ
 to turn off notifi cations 

is one of the things that all parents 
and their children can benefi t from

� 
It’s really annoying if the phones all 
ping at the sam

e tim
e in the fam

ily 
W

hatsApp group.

tools to support their peers 
and the ability to regulate 
tKHir ow

n EHKDYiour�
,n SDrtnHrsKiS w

itK 
9oGDfonH, 7KH '

iDnD $w
DrG 

DOso GHOiYHrs tKH %H 6tronJ 
O

nline A
m

bassadors 
Program

m
e. These 

am
bassadors lead 

intHrDFtiYH sHssions w
itK 

students in schools and 
run w

KoOH�sFKooO 
Dw

DrHnHss FDP
SDiJns to 

increase their peers’ digital 
resilience – the capacity to 
FoSH w

itK DGYHrsity onOinH�  
&yEHrEuOOyinJ is 

distressing for any young 
SHrson� %ut tKHy Gon’t 
have to suffer in silence. 

)or inforP
Dtion, Jo 

to bestrongonline.
antibullyingpro.com
7KH '

iDnD $w
DrG suSSort 

centre also has advice 
for children and young 
people. G

o to w
w

w
.

antibullyingpro.com
/

support-centre 

Vodafone’s #
B

eStrong anti-bullying em
ojis help 

children and young people support friends w
ho 

have been bullied. D
ow

nload them
 from

 
w

w
w

.vodafone.com
/be-strong-online-em

ojis

M
ore than 

4 m
illion copies 

of D
igital Parenting 

have been distributed 
to fam

ilies since its 
launch in 2009

,PDJHs� *DOOHry 6toFk� *Htty
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R
elationships

P
ornography, violent 
video gam

es, derogatory 
com

m
ents on social 

m
edia, and sexualised 

m
usic videos and lyrics 

can all spread negative 
m

essages about sex, 
and about girls and boys. These 
m

essages can harm
 young people, 

m
aking it harder for them

 to develop 
and enjoy good relationships w

ith 
one another.  

These m
essages include:

 Sexiness is about how
 som

eone 
looks, rather than their character 
or the personal connection

 It’s cool or norm
al for boys to be 

sexually pushy, or m
anipulative (eg 

pretending they have feelings for a girl)
 G

irls shouldn’t be too sexual (for 
exam

ple, girls getting called nam
es 

if they’re suspected of having sex)
 Sexual activity is m

ainly about 
satisfying m

ale sexual desire
 Being gay, bisexual or transgender 

is not norm
al, or O

K 
<oung people Z

ho are inȤ uenced 

Is your child 
inȦ uenced 
by harm

ful 
sexual 
m

essages 
online?

by these ideas m
ight not state them

 
outright, but they spread through 
things like jokes, and people being 
given kudos if they act in line w

ith 
them

 – or put dow
n if they don’t.

Research suggests that w
hen 

peer groups take on these view
s, 

harassm
ent and abuse are m

ore 
likely, and it m

akes it harder for 
both girls and boys to enjoy equal 
relationships w

ith each other.

W
hat should I look out for?

Som
e signs your teenager or their 

friends are giving these ideas air-tim
e: 

 Sharing jokes or com
m

ents online 
about sex that’s not consensual or 
m

utually enjoyable 
 O

nline chats discussing people 
as sex objects, w

ith no apparent 
respect for their thoughts or feelings 
(including com

m
ents like ‘I’d do her’)

 Frequently rating and com
paring 

people on their sex appeal or 
sexual behaviour

 G
lam

orising things like 
pornography, and sex that’s the 
result of persuasion or coercion.  

Clinical psychologist 
Elly H

anson offers som
e 

useful tips and advice for parents 

Illustration: Bratislav Milenkovic
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R
elationships

1
Challenge the 
attitude or behaviour 

w
ithout sham

ing them
. 

You could m
ention how

 
eas\ it is to be inȤ uenced 
by things w

e see online.

2
 D

on’t w
orry if your 

 child is defensive. 
Even w

hen people argue 
back, they often still 
m

entally shift their 
thinking, and parents’ 

W
hat you 
can do

For m
ore inform

ation and advice, see 
Thinkuknow

 from
 CEO

P, the N
ational 

Crim
e Agency’s Child Exploitation 

and O
nline Protection com

m
and

w
w

w
.thinkuknow

.co.uk/parents

view
s do have an im

pact 
on teenagers, even if 
they m

ight not adm
it it.

3
 %rush�offs can Ȥ oor 
 us (‘Lighten up’; ‘I’m

 
not hurting anyone, 
relax!’). M

aybe have a 
response or tw

o lined 
up to challenge any, 
draw

ing attention to 
how

 people on the end 
of such behaviour feel 
and pointing out that 
resisting negative ideas 
is a strength. 

4
 Explore w

ith them
 

 how
 they m

ight ‘call 
out’, or step out of, sexist 
or negative peer-talk.

5
 Research show

s that 
 boys are m

ore likely 
to share sexist jokes if 

they feel insecure about 
their ow

n m
asculinity. 

Think about how
 you 

m
ight build their identity 

and confi dence around 
m

ore positive things 
(like sport, friendship, 
creativity, etc).

6
 Talk to your child 
 about pornography 

and how
 it can get in the 

w
ay of people having 

good relationships by 
offering unrealistic 
ideas about sex and 
relationships.

7
 You could also talk 
 to your child’s school 

or college. Find out w
hat 

they do to prom
ote 

a safe culture, and 
ask your child how

 
teachers respond to 
sexist behaviour. H

ow
 

is sex and relationships 
education taught?

8
 If the school doesn’t 
 seem

 to have a 
thoughtful and effective 
approach, encourage 
them

 to rise to their 
responsibilities – and 
invite other parents 
to talk to them

 too, to 
em

phasise the point.
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Screentim
e

I
n our research w

ith parents, 
w

e’ve been struck that, no  
m

atter how
 different their  

fam
ily circum

stances are, 
parents nearly all w

atch the 
clock w

hen it com
es to their 

children’s screen tim
e. W

hatever 
the activity, be it chatting w

ith friends, 
dow

nloading m
usic, doing hom

ew
ork 

or Skyping G
ranny, parents lum

p  
it together as ‘screen tim

e’ – and  
then w

orry about it. 

W
hat should parents do?

The original ‘rules’ concerning screen 
tim

e from
 the Am

erican Academ
y  

of Pediatrics w
ere heavy-handed  

and included no screen tim
e at  

all for under-2s, but this has now
  

been revised. 
Today, m

any experts agree that  
it isn’t the am

ount of tim
e w

ith  
m

edia that’s im
portant, but the  

quality of the tim
e spent. 

N
or do they agree that digital  

m
edia is alw

ays harm
ful and needs  

to be restricted, or that allow
ing 

children screen tim
e m

akes  
som

eone a bad parent.
Although research show

s that  
w

hen parents restrict internet use, 
their children are exposed to few

er 

Q
uality is key

A
s part of a research project for the London School of Econom

ics and Political Science, 
Sonia Livingstone and A

licia B
lum

-R
oss have been speaking to parents about the 

controversial issue of screen tim
e. H

ere’s w
hat they’ve learnedrisks, it also indicates that they  

m
iss out on opportunities.
If you are open to im

proving  
your ow

n digital skills, and don’t  
allow

 yourself to be scared off by 
technology, you w

ill be better able  
to support your children w

hen they  
do (inevitably) run into som

e form
  

of trouble.
Talk w

ith your kids about w
hat they 

are doing, learning or struggling w
ith, 

rather than sim
ply telling them

 to ‘turn 
it off’. Encourage their interests and  
try to understand them

 yourself by 
asking questions, or joining in, w

ith 
w

hat they’re doing. 

3-4 year- 
olds spend  

an average of  
8h 18m

ins a 
w

eek online
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Screentim
e

A
re you a tech role m

odel?

M
 y phone is m

y alarm
 

clock and, w
ith a teenage 

son, I like to have it close at all 
tim

es so that if he gets stuck 
late at night, I can spring into 
action and kick his dad out  
of bed to pick him

 up.
I also have m

y phone beside 
m

e w
hen I w

atch television, 
and it’s in m

y pocket w
hen  

I w
alk the dog.
But, like m

any parents,  
I w

orry that technology has 
becom

e too big a part of  
m

y fam
ily life. A

nd not just 
about the am

ount of tim
e  

m
y son spends online –  

the am
ount that I do, too.

According to O
fcom

 
research, tw

o-thirds of adults 
w

ith social m
edia accounts 

are checking them
 m

ore than 
once a day, increasing to 85%

 
of 16-24-year-olds. W

e spend 
m

ore than 21 hours a w
eek  

on the internet. It’s a bit like 
chocolate – w

e know
 w

e’re 
having m

ore than w
e should, 

but it’s really hard to cut back. 
Yet, although w

e m
ight feel 

guilty about the am
ount of 

tim
e w

e spend on technology, 
it is fundam

entally a w
onderful 

thing for fam
ilies. So how

 do 
w

e deal w
ith the guilt and 

resum
e control?

D
o your children ever ask 

you to put your device dow
n? 

H
ave you ever found yourself 

not really listening to w
hat 

your child is saying because 
you’re looking at your phone? 

Your children w
ill see how

 
you use technology and they 
w

ill copy you, disregarding  
any guidance you give them

 if 
they see that the rules you set 
for them

 are different to the 
standards you set for yourself.

H
ere are som

e sim
ple 

steps to m
ake sure tech 

doesn’t nudge out som
e  

of the other things that 
m

ake fam
ily life special. 

1
7urn off notifications to 
avoid that constant ȁpingȂ 

2
 8

se an alarm
 clocN so  

 \ou donȂt have devices  
in the bedroom

3
 .eep \our phone on  
 silent in \our pocNet  

or bag Z
hen \ou picN the  

Nids up from
 school 

4 1
ot all fam

ilies eat m
eals  

 at the dinner table� so a 
ȁno phones at the tableȂ rule 
Z

onȂt Z
orN for ever\one Ǿ   

tr\ a ȁno phones betZ
een  

� and �pm
Ȃ rule instead

5
 6om

e radical folNs have 
 fam

il\ tech�free da\s

Screen tim
e and children w

ith 
special educational needs  
and disabilities (SE

N
D

)
For som

e fam
ilies� digital m

edia 
provides a safe place to pla\ Z

hen 
safet\ in the Z

orld outside isnȂt 
guaranteed� :

e intervieZ
ed  

fam
ilies Z

ith children Z
ith special 

educational needs� and found that�
 3arents and children turn to  

digital m
edia for a variet\ of  

reasons� including m
uch�valued  

respite and calm
 3arents� siblings and children  

Z
ith special educational needs  

can pla\ gam
es together� providing 

opportunities to enjo\ and engage
 $

ssistive technolog\� liNe digital 
3icture ([change &om

m
unication 

6\stem
s �3(&

6�� helps m
an\ fam

ilies 
Z

ith children Z
ith special needs 

participate in fam
il\ life�

The LSE has produced an infographic for parents on the positive use 
of screen tim

e. It includes learning to code, w
atching educational 

videos, and even playing video gam
es, w

hich can help reading and 
w

riting skills, w
ith the average text in popular video gam

es being 
four grades higher than the text in new

spapers. View
 the PD

F at:  
w

w
w

.dm
lcentral.net/screen

-tim
e-kids-getting-balance-right

H
ow

 m
uch  

is too m
uch? 

Rather than tim
ing how

 
long your child spends 
on screen, consider their 
screen use in the w

ider 
context of their life. 
A

sk yourself,  
is your child:

 Eating and  
sleeping enough

 Physically healthy
 Connecting socially 

w
ith friends and fam

ily 
– w

hether w
ith 

technology or not
 Engaged in and doing 

w
ell at school  
 Enjoying and pursuing 

hobbies and interests – 
again, w

hether w
ith 

technology or not

Find out m
ore at  

w
w

w
.parenting.digital

H
ow

 can parents help their children to control  
their tech tim

e if w
e struggle to control our ow

n,  
asks Parent Zone CEO

, Vicki Shotbolt

“H
ave you ever found yourself not really 

listening to w
hat your child is saying 

because you’re looking at your phone?” 

W
hat you 
can do

A
sk yourself the follow

ing questions:

1 D
o you think w

hat your child  
is looking at on their screen is 

im
aginative, or provides opportunities  

for them
 to learn or be creative?

2
'

oHs it DffirP
 your FKiOG’s ow

n 
culture or, perhaps, introduce  

them
 to other lives and experiences?

3
Is your child responding positively 
– perhaps w

ith concentration,  
or play, or social interaction, or 
thoughtful questions?

Screen ‘tim
e’ is not created equal, 

but varies enorm
ously by the context  

of how
 it is used, the content that is 

engaged w
ith, and the connections  

it fosters (or fails to). H
elping parents 

keep sight of this, and helping them
 

balance their hopes and fears, is  
w

hat really m
atters.

Source: Ofcom report - Children and Parents: Media Use and Attitudes; Images: Getty

TO
P

TIP
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Keep 
out!
&riP

inDOs DrH fi nGinJ 
inFrHDsinJOy soSKistiFDtHG 
w

Dys to JHt you DnG 
your fDP

iOy to SDrt w
itK 

SHrsonDO GHtDiOs or FDsK 
onOinH� A

nn-M
arie 

Corvin GHsFriEHs tKHir 
P

HtKoGs, DnG Kow
 

you FDn stoS tKHP

C
ybercrim

e

28    '
iJitDO 3DrHntinJ  _  The digital resilien

ce issue Phishing
7Kis inYoOYHs fDkH HP

DiOs DskinJ 
for your sHFurity inforP

Dtion DnG 
SHrsonDO GHtDiOs� 7KHy DrH usuDOOy 
KiJKOy tHP

StinJ �oftHn DSSHDrinJ 
to EH froP

 offi FiDO sourFHs, offHrinJ 
tD[ rHEDtHs or ȁsSHFiDO’ stuGHnt 
JrDnts�, or KiJKOy FonYinFinJ, froP

 
D ODrJH FoP

SDny you P
Dy KDYH Dn 

DFFount w
itK �EHFDusH so P

Dny 
SHoSOH Go�� 

7Kis w
iOO oftHn EH in tKH forP

 of 
D EiOO you w

HrHn’t H[SHFtinJ DnG 
Dsk for your EDnk GHtDiOs DnG�or 
DFFount SDssw

orGs� ,n ����, for 

H[DP
SOH, D FonYinFinJ HP

DiO w
Ds 

sHnt to tHHnDJHrs w
Ko w

HrH DEout 
to stDrt uniYHrsity Ǿ so HYHn younJ 
SHoSOH FDn EH tDrJHtHG� 

5HP
HP

EHr, no EDnk or institution 
w

iOO FontDFt you Ey HP
DiO DnG Dsk 

you to HntHr DOO your SHrsonDO DnG 
fi nDnFiDO GHtDiOs onOinH� 
 W

hat you can do 
,f you rHFHiYH D P

HssDJH OikH tKis, 
GHOHtH it� ,f you DrH w

orriHG DEout Dn 
outstDnGinJ inYoiFH HP

DiO, FontDFt 
tKH rHOHYDnt FoP

SDny tKrouJK tKHir 
w

HEsitHs, Eut nHYHr tKrouJK tKH 
FontDFt Oinks sHnt in tKH HP

DiO�

R
atting 

ȁ3HHSinJ 7oP
’ KDFkHrs fooO usHrs 

into Gow
nOoDGinJ D SiHFH of 

softw
DrH on to tKHir FoP

SutHr 
FDOOHG D 5HP

otH $FFHss 7roMDn 
�5

$7�, w
KiFK tKHn tDkHs oYHr tKHir 

w
HEFDP

� 3KisKinJ HP
DiOs or 

FOiFkMDFk Oinks Ǿ oftHn DiP
HG Dt 

tHHns Ǿ DrH FoP
P

on tHFKniTuHs 
for sSrHDGinJ tKHP

� 6oP
H KDYH 

EHHn sSrHDG Ey Gow
nOoDGinJ 

onOinH JDP
Hs�

2
nFH FriP

inDOs KDYH DFFHss to 
tKH w

HEFDP
, tKHy FDn stDrt sSyinJ 

on DnG fi OP
inJ tKH GHYiFH’s usHr� 

9iFtiP
s FDn tKHn EH EODFkP

DiOHG, 

or iP
DJHs FDn EH DuFtionHG 

on tKH '
Drk :

HE�  
 W

hat you can do 
(nsurH your fDP

iOy FoP
SutHr’s 

fi rHw
DOO is sw

itFKHG on DnG instDOO 
sHFurity softw

DrH tKDt offHrs 
P

DOw
DrH DnG sSyw

DrH SrotHFtion 
on DOO your fDP

iOy’s GHYiFHs� 
$GYisH your FKiOG to Gow

nOoDG 
JDP

Hs froP
 rHSutDEOH sitHs onOy�

7Kink FDrHfuOOy DEout OHDYinJ 
w

HEFDP
�HnDEOHG GHYiFHs in 

EHGrooP
s DnG SriYDtH DrHDs, 

or foOOow
 tKH 3oSH’s H[DP

SOH� 
KH w

Ds SiFturHG w
itK D stiFkHr 

FoYHrinJ tKH FDP
HrD on Kis i3DG�
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C
ybercrim

e

C
lickjacking

This is a m
alicious technique 

frequently found on social m
edia. 

The links are designed to be highly 
clickable, luring you in w

ith an 
am

azing offer or fake sensationalist 
celebrity gossip. 

O
nce you click on the link, they 

w
ill generally take you through to 

other sites, asking you for personal 
inform

ation. O
nce activated, these 

links m
ay dow

nload m
alw

are or 
ransom

w
are, allow

ing crim
inals 

to take over your device. 

 W
hat you can do 

W
arn your child to be careful w

hat 
they click on. W

ith clickjacking 
links, there is often som

ething 
suspicious if you look closely – 
like a spelling m

istake or a logo 
that isn’t quite right. An offer that 
is too good to be true often is. If it 
doesn’t seem

 right, don’t click on it.

Cyber attacks 
Large corporations and institutions, 
including the N

H
S, have fallen prey 

to hackers unleashing m
alicious 

ransom
w

are program
m

es that 
lock com

panies or individuals out 
of their com

puters until a ransom
 

has been paid. (Although, even 
then, you m

ay never recover your 
fi OHs�� 7w

o yHDrs DJo, D w
HOO�know

n 
educational toym

aker w
as also 

hacked by crim
inals, resulting 

in parents’ and children’s data 
being stolen. 

 W
hat you can do 

Ransom
w

are attacks prey on 
the vulnerability of m

achines 
running unsupported older 
operating system

s. 
Protect your fam

ily at hom
e 

by running operating system
 

and security updates as soon 
Ds you DrH notifi HG DEout tKHP

, 
usinJ fi rHw

DOOs DnG Dnti�Yirus 
softw

are, and by being cautious 
w

hen opening em
ails. 

Passw
ords

B
e unique

Teach your child to create strong, unique 
passw

ords for each device and service they use 
– gam

es, social m
edia, forum

s. The sam
e goes for 

intHrnHt�HnDEOHG toys� 0
Dny usH %OuHtootK DnG KDYH SrH�sHt 

passw
ords that are easily hackable, such as 0000 or 1234. 

Change these as a m
atter of course. 

6elfi sh is good
Tell them

 not to share their passw
ords w

ith anyone. 

U
se ‘passphrases’, not passw

ords
/onJHr SDssw

orGs DrH Giffi FuOt to rHP
HP

EHr� 6o, FrHDtH 
a ‘passphrase’ using three random

 w
ords together. 

Com
plicate things

Sym
bols, num

bers, and com
binations 

of upper and low
er case can also 

be used for added security.

Further inform
ation

G
et Safe O

nline: 
w

w
w

.getsafeonline.org

Illustration: Romualdo Faura
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Self esteem

M
any social 
m

edia 
platform

s 
offer brilliant 
and exciting 
services. 
They rem

ove 
the physical barriers to social 
connections and allow

 us to share 
things that m

atter to us. 
They help young people explore 

new
 ideas, and have the pow

er to 
m

otivate people and action social 
change. W

e w
ant our children to 

tap into these positives. 
H

ow
ever, social m

edia now
 acts 

as an outlet for defi ning Z
ho Z

e 
are, and as a tool for com

paring 
our lives w

ith others’ – w
hich can 

have a direct effect on self-w
orth 

and self-esteem
.  

6elfi e culture m
eans \oung 

people are ȁfi [ing them
selvesȂ b\ 

editing and re-editing their im
ages 

to get m
axim

um
 approval. But, 

m
ore often than not, they cannot 

live up to their ow
n creations, and 

their im
ages are often driven by 

achieving unrealistic social m
edia 

hashtags, such as #
bikinibridge 

or #
thighgap. 

It’s not a new
 phenom

enon to 
be concerned about how

 others 
see us, but the ability to ask for 
opinions and call on our peers 
for constant feedback is. This 
preoccupation w

ith how
 other 

people react to w
hat w

e post 
can lead young people to feel 
unsure about their value. 

Constant posting m
ay also 

open them
 up to receiving m

ore 
negative com

m
ents online than 

com
plim

ents. They are also 
perform

ing to an audience 
they don’t necessarily know

, 
w

hich leaves them
 vulnerable. 

So, w
hile there are m

any 
benefi ts to social m

edia� itȂs 
im

portant that w
e discuss w

ith 
our kids the im

portance of 
using it in a healthy w

ay. 

Social m
edia, 

body im
age and 

the pressure to 
look ‘just right’
Social m

edia can be a positive tool to help 
young people develop. But constantly 
chasing ‘likes’ can m

ake them
 feel insecure. 

Psychologist D
r Linda Papadopoulos is 

KHrH to KHOS you fi nG tKH riJKt EDODnFH 

78%
 

of 10-12-year-olds in the U
K 

have social m
edia accounts

49%
 

of under-13s have 
a Facebook account 

41%
 

are on Instagram

40%
 

aged 8-17 years said they 
have received negative 
com

m
ents on a photo 

they’ve posted

35%
 

of boys and

51%
 

of girls aged 8-17 w
orry 

about how
 attractive

they look w
hen they 

share photos online

D
r Linda 

Papadopoulos 
is an am

bassador 
for Internet M

atters.
For inform

ation 
on how

 to keep 
children safe 
online, visit 
w

w
w

.internet
m

atters.org
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Self esteem

W
hat you 
can do

W
e need to talk to our 

children about the 
im

pact of seeking 
approval from

 the online 
w

orld, and com
paring 

their lives to the edited 
versions of other 
people’s lives. 

W
e m

ust help them
 

m
entally disconnect 

from
 the constructed 

identities they’ve created 
online and allow

 them
 

to gain the freedom
 to 

know
 w

ho they really are. 
A

s parents, w
e can 

help rem
ind them

 not to 
put all their self-esteem

 
eggs in one basket, and 

to focus on other 
attributes other than 
their appearance.   

W
e also need to stress 

the potential effects that 
constant com

m
unication 

can have on their sleep 
and their health, and 
help them

 m
ake m

ore 
inform

ed choices about 
physically disconnecting 
by sw

itching off at night.  
W

e m
ust value their 

m
ental health as 

m
uch as their physical 

w
ellbeing, and help them

 
learn to use social m

edia 
as a tool for grow

th 
and developm

ent. 

N
ever too young to 

boost bod\ confi dence
M

innie and M
ax Are O

K! is a lovely book 
aim

ed at prom
oting self-esteem

 in 
children from

 three to seven years old.
“Celebrity culture, social netw

orking 
DnG tKH risH of tKH fi OtHrHG sHOfi H is 
im

pacting on our young people,” 
says co-author N

icky H
utchinson. 

“W
e need to start building body 

Fonfi GHnFH Ds younJ Ds SossiEOH�ȅ

M
innie and M

ax Are O
K!  by Chris 

C
alland and N

icky H
utchinson 

is published by Jessica Kingsley.

 Instagram
W

hat’s it good for? Sharing im
ages of 

people and special m
om

ents, follow
ing 

celebrities, show
ing off your creativity.

C
ause for concern? Pressure to look 

good; unreal expectations of beauty 
or body im

age; negative com
m

ents.

 W
hatsA

pp 
W

hat’s it good for? Chatting w
ith 

friends, arranging m
eet-ups, helping 

m
ates w

ith hom
ew

ork.
C

ause for concern? Could be used to 
bully, belittle or freeze som

eone out.

 Snapchat 
W

hat’s it good for? Sharing photos, 
KDYinJ D ODuJK w

itK funny fi OtHrs, 
building friendships.
C

ause for concern? Ethereal nature 
of Snaps m

eans people m
ay share 

unw
ise im

ages thinking they w
ill 

disappear, but they can be screen 
shot and saved and shared by others.

bbc.co.uk/mediacentre/latestnews/2016/newsround-survey-social-media; The Power of 
the Image Report for Safer Internet Day 2017, UKCCIS. Additional reporting: Eleanor Levy
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Sharing im
ages

 
W

hy do  
children do it?

Although m
any adults are involved  

in sH[tinJ, SDrHnts FDn finG it GiffiFuOt  
to understand w

hy their children w
ould  

Sut tKHP
sHOYHs Dt tKH risk of KDYinJ sH[uDO 

im
ages shared. H

ere are som
e reasons:

 7o JHt OikHs DnG foOOow
s on soFiDO P

HGiD
 7o JHt SositiYH FoP

P
Hnts froP

 otKHrs
 To explore their burgeoning sexuality

 They believe everyone is doing it
 They are put under pressure  
by partners to ‘prove’ how

  
m

uch they love them

Sexting: the new
 rules

N
ew

 guidance helps schools deal w
ith youth-produced sexual im

agery, says M
egan R

ose

P
arents w

ould be forgiven 
for thinking there is an 
epidem

ic of sexting 
am

ong young people. 
Lurid headlines paint  
a picture of a highly 
sexualised generation 

sharing nude or sem
i-naked im

ages  
of them

selves via their m
obile phones.

In fact, a study from
 the N

SPCC and 
2

ffice of the &hildrenȂs &om
m

issioner 
England, found that around one in  
eight children (13%

) had taken topless 

pictures of them
selves, w

ith 3%
 saying 

they had taken naked shots. O
f those 

w
ho had taken sexual im

ages, 55%
  

had then shared them
 w

ith others.
But, even if the vast m

ajority of 
children and \oung people arenȂt 
sharing ȁnudesȂ� the pressures from

 
them

 to do so are there, w
ith six out  

of 10 saying they have been asked  
for them

. And, as incidents often com
e 

to light w
hen pupils share im

ages  
at school� itȂs often teachers Z

ho  
have to deal w

ith the situation.

The U
K Council for Child Internet 

Safety has published new
 guidelines 

for teachers on how
 to deal w

ith 
se[ting incidents� +

ereȂs Z
hat parents 

need to know
 about them

.

W
hat is sexting?

In the guidance, the term
 sexting is 

replaced w
ith the term

 youth-produced 
sexual im

agery. This refers to im
ages 

and video footage that is either ow
ned, 

shared or created by young people 
under the age of 18.

Image: Getty
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Sharing im
ages

H
ow

 m
ight this w

ork in real life?

1 A pupil tells a teacher  
that her 13-year-old 

friend has been sent a naked 
im

age of a boy and is upset.
The teacher refers this  

to the school’s designated 
safeguarding lead w

ho then 
talks to the girl. H

er parents 
are invited into school and 
it’s established that the 
im

age w
as sent by a boy  

the girl m
et outside of 

school. The girl is asked to 
disclose the details of the 
boy, w

hich the school pass 
on to the police. H

er parents 
are inform

ed about further 
support m

ade available to 
them

 and their daughter.

2
A 15-year-old boy and 
16-year-old girl w

ho have 
been going out for a year 
have been sending each 
other sem

i-naked im
ages.

A teacher refers the 
incident to the designated 
safeguarding lead, w

ho talks 
to them

 separately, and is 
satisfied that neither Z

as 
coerced or harm

ed, so tells 
the parents but doesn’t 
involve the police. The pupils 
are told of the law

 relating  
to creating and sharing 
youth-produced sexual 
im

agery, and their parents 
are signposted to further 
support and inform

ation.

W
hat you 
can do

1 Show
 your child this article. 

Then discuss w
ith them

 that  
the law

 exists to protect them
  

from
 unscrupulous or controlling 

adults, not to stop them
 having fun.

2  M
ost young people know

 that  
 nude im

ages can be screen 
shot and shared, but they think  
it w

on’t happen to them
 because 

they trust the people they are 
sharing them

 w
ith. Encourage 

them
 to question w

hy people  
w

ant these im
ages, and think 

about w
hat they w

ould do if  
they fell into the w

rong hands. 

3
 Boost your child’s self-esteem

  
 so that they don’t need to seek 

the approval from
 others to feel 

good about their bodies or how
 

attractive they are.

4
 If you discover a fellow

  
 pupil has shared a sexual 

im
age of your child, talk to the 

school’s safeguarding lead or  
a teacher you trust. They w

ill 
refer the incident to the correct 
person and follow

 these 
guidelines for dealing w

ith it. 
Then give your child a hug and 
let them

 know
 you still love 

them
 and w

ill support them
.

W
hen to call the police

,f you finG out Dn DGuOt KDs 
shared a sexual im

age w
ith  

your child, has shared one  
of your child, or asked them

  
to send them

 one, you can 
report it to CEO

P at w
w

w
.ceop.

police.uk/safety-centre

Sexting is illegal – but that doesn’t 
m

ean a crim
inal conviction

Even though it’s legal to have sex at  
16, it is illegal to create or share 
sexually explicit im

ages of people 
under the age of 18, even if the  
person in the picture is you. 

The law
 w

as designed to protect 
children – in the U

K, this is anyone 
under the age of 18 – from

 adult sexual 
predators, not to crim

inalise teenagers 
for exploring their sexual feelings. 

Previously, if a school found out 
pupils under 18 had been sharing such 
im

ages, even consensually betw
een 

partners, they had to inform
 the police. 

The guidance now
 advises that if  

the school believes that coercion or 
abuse has not occurred, they can 
handle the incident internally.

If the school does refer the incident 
to the police, they w

ill investigate and 
it m

ay result in a crim
inal conviction  

or, m
ore likely, becom

e w
hat is know

n 
as an outcom

e 21.

O
utcom

e 21
Even though a young  
person has broken the  
law

 and the police could 
provide evidence that  
they have done so, the 
police can record that  
they chose not to take 
further action as it w

as  
not in the public interest.

Additonal information: Eleanor Levy
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T
KH first w

HEFDP
 w

Ds 
usHG Dt &DP

EriGJH 
8

niYHrsity in ����  
to OiYH strHDP

 D Sot  
of FoffHH, so SHoSOH 
FouOG sHH w

KHn it 
nHHGHG to EH rHfiOOHG�

7KHsH GDys, OiYH�strHDP
inJ DSSs 

DOOow
 usHrs to FKDt or EroDGFDst to 

otKHr SHoSOH in rHDO tiP
H� 7KHy rDnJH 

froP
 tKosH SriP

DriOy GHsiJnHG for 
tDOkinJ to friHnGs DnG fDP

iOy, suFK  
Ds 6kySH, to DSSs tKDt HnDEOH you  
to sKDrH P

oP
Hnts in your OifH  

w
itK D w

iGHr onOinH DuGiHnFH, suFK  
Ds 0

usiFDO�Oy or )DFHEook /iYH�
%ut uSsHttinJ FDsHs inYoOYinJ soP

H 
OiYH�strHDP

inJ sHrYiFHs DnG w
orriHs 

tKDt DGuOts P
Dy EH usinJ sHrYiFHs to 

JrooP
 FKiOGrHn, KDYH FDusHG FonFHrn.

X Factor appeal
)or D JHnHrDtion of tHHns ErouJKt  
uS on sKow

s OikH 7KH ; )DFtor DnG  
7KH 2

nOy :
Dy ,s (ssH[, tKHsH DSSs 

offHr tKHP
 tKH FKDnFH to stDr in  

tKHir YHry ow
n rHDOity sKow

�
8

sHG in tKH riJKt w
Dy, tKHy DOso 

DOOow
 FKiOGrHn DnG younJ SHoSOH  

to SrDFtisH tKHir FoP
P

uniFDtion  
DnG SrHsHntDtion skiOOs, DnG Eoost 
tKHir FonfiGHnFH�

)or tKosH w
Ko usH DSSs to EH 

FrHDtiYH, suFK Ds sKDrinJ sinJinJ  
or GDnFinJ SHrforP

DnFHs, tKHy  
DOso SroYiGH iP

P
HGiDtH fHHGEDFk,  

Ds P
Dny DSSs offHr tKosH w

DtFKinJ 
tKH FKDnFH to Dsk TuHstions, 
FoP

P
Hnt or sHnG SositiYH HP

oMis, 
suFK Ds KHDrts, to sKow

 tKHy OikH  
w

KDt tKHy sHH�

Broadcasting live
.iGs OoYH OiYH�strHDP

inJ DSSs� +
HrH’s w

KDt SDrHnts sKouOG 
know

 DEout tKHP

33%
 

of 8-17 
year-olds have 
broadcast via a 
live-stream

ing 
service
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Three of the m
ost popular live-stream

ing apps

Skype
6kySH w

Ds tKH fi rst w
iGHOy 

usHG OiYH�strHDP
inJ sHrYiFH 

DnG KDs sSDw
nHG its ow

n 
verb, ‘to Skype’. It has 
EHFoP

H D SoSuODr w
Dy for 

FKiOGrHn to kHHS in FontDFt 
w

itK fDP
iOy P

HP
EHrs w

Ko 
OiYH fDr Dw

Dy� <ou FDn P
DkH 

DnG rHFHiYH OiYH YiGHo FDOOs 
for frHH DnG FonYHrsDtions 
can’t be recorded. There 
are, how

ever, w
ays to keep 

FKDts w
itKout tKH otKHr 

SHrson know
inJ, inFOuGinJ 

YiD softw
DrH tKDt rHForGs 

your GHYiFH’s sFrHHn, 
or H[tHrnDO w

HEFDP
s� 

M
usical.ly (13+)

7Kis kDrDokH�styOH DSS KDs 
SroYHG KuJHOy SoSuODr w

itK 
FKiOGrHn� ,t DOOow

s you to 
P

DkH your ow
n YiGHos Ey 

OiS�synFKinJ or GDnFinJ to 
SrH�rHForGHG P

usiF on tKH 
DSS, w

KiOH otKHr usHrs sHnG 
P

HssDJHs or FoP
P

Hnt� ,t’s 
FrHDtHG its ow

n <ou7uEHr�
styOH stDrs, inFOuGinJ tHHn 
tw

ins 0
D[ DnG +

DrYHy 0
iOOs�

YouN
ow

 (13+)
$ OiYH�strHDP

inJ DSS DnG 
w

HEsitH tKDt fHDturHs 
D SoS�uS w

inGow
 tKDt 

DOOow
s usHrs to w

DtFK OiYH 
EroDGFDsts w

KiOH FKDttinJ 
to otKHrs or OHDYinJ 
rHDO�tiP

H P
HssDJHs for 

the broadcaster. It’s free 
to use, but you can pay to 
ȁYirtuDOOy tiS’ EroDGFDstHrs, 
w

KiOH SoSuODr EroDGFDstHrs 
DrH inYitHG to offHr D SDiG�
for suEsFriStion to usHrs�
9isit our 7ooOs sHFtion on 
S�� for DGYiFH on EOoFkinJ 
DnG rHSortinJ on DSSs, 
inFOuGinJ tKHsH�

Take an interest in the apps your child 
uses,  as m

any, such as Facebook, that 
DrHn’t SriP

DriOy OiYH�strHDP
inJ DSSs, 

now
 KDYH tKDt fDFiOity� *

iYH tKHP
 Oots 

of oSSortunitiHs to tHOO you if DnytKinJ 
is trouEOinJ tKHP

 Ey DskinJ TuHstions�
H

elp them
 set up privacy settings 

OiP
itinJ tKH SHoSOH w

Ko FDn intHrDFt w
itK 

tKHP
 to tKosH tKHy know

 in rHDO OifH� 
D

rum
 into them

 the im
portance of not 

giving aw
ay any details tKDt FouOG DOOow

 
SHoSOH to fi nG tKHP

 in rHDO OifH, suFK Ds 
OoFDtion inforP

Dtion, sFKooO or DGGrHss�
M

ake sure they know
 how

 to report any 
harassm

ent to tKH DSS �6HH our 7ooOs sHFtion 
on S���� ,f Dn DGuOt P

DkHs D sH[uDO DSSroDFK, 
tKHy sKouOG tHOO you or DnotKHr trustHG 
DGuOt DnG rHSort it to tKH &KiOG ([SOoitDtion 
DnG 2

nOinH 3rotHFtion &HntrH �&(2
3� Dt 

w
w

w
.ceop.police.uk/ceop-report

W
hat you 
can do

,PDJHs� *Htty� :orGs� (OHDnor /HYy� 8. &ounFiO for &KiOG ,ntHrnHt 6DfHty Ǿ 6DfHr ,ntHrnHt 'Dy ����� 3owHr of ,PDJH

Should I be concerned?
%HFDusH OiYH�strHDP

inJ DSSs DrH 
instDnt, tKHrH is no P

oGHrDtion� 1
o 

onH is w
DtFKinJ oYHr w

KDt your FKiOG 
is GoinJ in front of otKHrs, or w

KDt 
tKosH w

DtFKinJ DrH GoinJ to tKHP
�

3uttinJ yoursHOf out tKHrH P
HDns 

DOOow
inJ otKHrs to FoP

P
Hnt on w

KDt 
you do and w

ho you are. If com
m

ents 
DrH nHJDtiYH, or HYHn if you fHHO you 
DrH not JHttinJ HnouJK OikHs, it FDn 
P

DkH you fHHO EDG DEout yoursHOf�
/iYH strHDP

inJ w
itK strDnJHrs 

is inKHrHntOy risky, Eut your FKiOG 
P

iJKt not tKink tKHir onOinH friHnG 
is D strDnJHr, so FouOG EH SHrsuDGHG 
to Go tKinJs tKHy w

ouOGn’t norP
DOOy, 

suFK Ds sKDrinJ sH[uDO iP
DJHs� 

$GuOts w
Ko JrooP

 FKiOGrHn w
iOO 

oftHn P
HHt tKHP

 in P
oGHrDtHG 

or SuEOiF onOinH sSDFHs DnG tKHn 
GHYHOoS D rHODtionsKiS untiO tKHy 
FDn SHrsuDGH tKHP

 to tDkH tKHir 
FoP

P
uniFDtion into D SriYDtH, 

unP
oGHrDtHG sHrYiFH�

(YHn if you Gon’t know
 your FKiOG 

is usinJ OiYH�strHDP
inJ DSSs, w

Drn 
tKHP

 of tKH GDnJHrs of GoinJ so� 
$

s w
itK Dny onOinH sHrYiFH in w

KiFK 
tKHy’rH intHrDFtinJ w

itK otKHr 
SHoSOH, you sKouOG DOso DGYisH tKHP

 
not to JiYH DnytKinJ Dw

Dy tKDt w
iOO 

iGHntify tKHir fuOO nDP
H, w

KHrH tKHy 
OiYH, KDnJ out, or Jo to sFKooO�

7HDFK tKHP
 Kow

 to EOoFk DnG 
rHSort on Dny sHrYiFH tKHy usH Ǿ 
and m

ake sure they have a trusted 
DGuOt w

Ko tKHy FDn Fonfi GH in sKouOG 
soP

HtKinJ Jo w
ronJ, HYHn if tKDt 

SHrson is not you�
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Tips to share

 
“I encourage 

m
y children to use 

the internet but m
aintain 

an interest in w
hat they’re 

doing. I stay as involved  
as I can in their online life  
and keep an eye on w

here  
they go and w

hat they  
enjoy doing the m

ost.”
M

olly, m
um

 of tw
o, aged 4 and 9

 
“I talk 

to m
y kids 

about how
 to  

stay safe and be 
responsible online. 

They also know
 that  

if som
ething upsets them

 or  
goes w

rong, they can bring it  
to m

e and I w
on’t be angry.  

W
e can’t expect kids to tell  

us about a problem
 if the 

response m
ight be  

to punish them
.”

Jenny, m
um

 of tw
o,  

aged 6 and 9

From
 

parents to 
parents

 
“It’s im

portant 
to let m

y 12-year-
old son have som

e 
privacy w

hen he’s on the 
com

puter, so he doesn’t  
feel the need to hide aw

ay  
or go on secretly. I show

 an interest  
in w

hat he does and never dism
iss  

its value. W
e talk about safety  

and responsibility. Realistically,  
I can’t m

onitor his entire use  
and, indeed, don’t w

ant to.”
Pankaj, dad of three, aged 8, 12 and 14

Just
one 

thing…
O

n page 8, experts give their tips 
for keeping safe online. H

ere, 
parents and children get  

their chance to share 

“I m
ake an 

effort to be on 
the latest social-

m
edia platform

s, or 
at least to understand 

them
. Then, I’ve got a broader view

  
on w

hat the risks and rew
ards are,  

so I can have a better conversation  
w

ith m
y children about them

.” 
A

dele, m
um

 of tw
ins, aged 9

36    D
igital Parenting  |  The digital resilien

ce issue
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Tips to share

“Share your 
know

ledge about 
how

 to keep safe and 
your expectations for kind 

and positive behaviour. 
Be a good role m

odel in 
everything, from

 privacy 
settings to the content 

of your posts.”
K

atie, 12 

  
“H

ave rules w
hich you  

both agree to, such as no 
devices during dinner or in  
the bedroom

, lim
ited use  

of devices w
hen you have  

visitors, only one hour of  
screen-free tim

e before bed,  
and no pictures of others 
unless they have agreed.”

Joy, 15 
 

From
 

children to 
parents

“D
on’t stop your  

child from
 going 

online and don’t block 
everything that m

ight 
interest them

.” 
Jess and 6ofia, 14

“K
now

 
w

here your 
child goes 

online, w
hat she  

is doing and  
w

ho w
ith.”

G
w

en
, 11

“D
on’t w

ait 
until there’s  

a problem
 before  

you start talking  
about it.”

H
ope, 15

Thanks to pupils from
 A

lfriston 
School for their w

ise w
ords
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Turn to tech 
Talking doesn’t just happen 
face-to-face. If your child 
com

m
unicates w

ith their 
friends by Snapchat or 
W

hatsA
pp, you can do  

the sam
e. A

pps, or good 
old-fashioned texting, can  
be a useful tool to follow

  
up a conversation w

ithout 
em

barrassm
ent, or sim

ply 

just to let them
 know

 you’re 
there if they need you.

U
se the new

s 
If you think your child  
m

ay be taking risks online,  
it m

ay be easier to talk  
about som

ething that has 
happened to som

eone  
HOsH first, Ds D w

Dy in� 
M

entioning stories  
you’ve seen on TV or social 
m

edia, or conversations 
you’ve had w

ith other 
parents about things their 
children have experienced 

online, can be useful w
ays  

to start a conversation about  
D GiffiFuOt suEMHFt� 

Finding the right w
ords 

for very young children
Cyberbullying can be 
GiffiFuOt to H[SODin to YHry 
young children. So, rather 
than asking them

 if they’re 
being bullied, ask them

 if 
anyone they’ve talked to 
online is being m

ean or has 
tried to m

ake them
 look bad. 

Parents and grandparents 
som

etim
es use cute term

s 

for genitals w
hen children 

are young, but kids w
ho are 

used to using the correct 
term

s for body parts, and 
know

 w
hat penis or vagina 

m
ean, are m

ore likely to 
recognise w

hen som
eone  

is behaving inappropriately.
O

n that point, even the 
term

 ‘inappropriate’ could 
confuse younger children. 
Instead, ask about w

hether 
som

eone m
ade them

 have 
‘that feeling in your tum

m
y 

w
hen you know

 som
ething 

isn’t quite right’. 

38    D
igital Parenting  |  The digital resilien

ce issue

It’s good to talk

W
       hen one of m

y 
 sons w

as 10,  
 I sat him

 dow
n 

and had a chat 
w

ith him
 about 

internet porn. 
It didn’t go as 

w
ell as I hoped. For one thing, I could 

see he w
as nervous w

hen I asked if w
e 

could have a talk. Then, I m
uddled m

y 
w

ords. H
e blushed and said, “This is 

aw
kw

ard” and w
e agreed w

e w
ould  

do it another tim
e. 

So, don’t do w
hat I did and have 

‘the chat’ as a special thing. Instead,  
fit it into a tim

e \ou are doing an 
activity together, or w

alking or driving 
som

ew
here. M

y son is now
 16 and  

w
e have had m

any m
ore successful 

conversations since. I learnt m
y lesson.

Practise. You w
ill be calm

er if you’ve 

talked it through w
ith som

eone, such 
as a partner or friend, beforehand. 

G
o slow

ly. W
hen talking about 

pornography, for exam
ple, a couple  

of sentences w
hich introduce in sim

ple 
language w

hat it is can be a m
assive 

step (som
ething like, “Pornography  

is pictures or film
s of people doing 

som
ething sexual together”). You can 

alw
ays go back to the subject again.

The secure adult w
ho listens

Be interested in w
hat they say. A

sking 
a question or tw

o about w
hat they 

think, especially w
ith teenagers, can 

help young people develop their ow
n 

thoughts on a difficult subject� 
D

on’t judge. If they say som
ething 

you disagree w
ith, you can explain 

there are other w
ays of seeing things, 

but m
ake a distinction betw

een w
hat 

are your opinions and w
hat are facts. 

The im
portant thing is to be the secure 

adult w
ho w

ill listen, no m
atter w

hat. 
Be som

eone they know
 they can 

return to Z
hen things are difficult�

Encourage them
 to think critically 

about w
hat their friends say. Young 

people often talk to their friends about 
the sam

e issues you’re concerned 
about. H

ow
ever, peer groups can be a 

source of m
isinform

ation, so teaching 
your child to question w

hat’s being 
said to them

 is an im
portant skill for  

life (see page 12 for m
ore).

M
ark Linington is an attachm

ent-based 
psychotherapist w

ho w
orks w

ith 
children, parents and carers at special 
schools and The Bow

lby Centre, London.

A
w

kw
ard conversations, 

and how
 to have them

W
hat you 
can do

Psychotherapist M
ark Linington offers advice for tackling tricky topics

Image: Getty
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It’s good to talk

“The im
portant thing 

is to be the secure 
adult w

ho w
ill listen, 

no m
atter w

hat.  
B

e som
eone they 

know
 they can return  

to w
hen things  

are diIficultȅ
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A
ge ratings
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A
t the BBFC

, w
e age-rate content 

using our classifi cation guidelines� 
Z

hich are based on large�scale 8
. 

public-opinion consultations. M
ore 

than 10,000 m
em

bers of the public, 
including parents and teenagers� 
contributed to the m

ost recent 
guidelines� published in �����

V
ideo on dem

and
7he m

ajor video�on�dem
and �V2

'
� 

platform
s also use our ratings, w

ith 
$m

a]on� i7unes and 1
etȤ i[ all carr\ing 

%%F& age ratings for fi lm
s� as Z

ell 
as for their ow

n content, such as 

H
ouse of &ards on 1

etȤ i[ and 
M

r. Robot on Am
azon. 

Protecting children on their 
m

obiles and tablets
$ll the 8

.Ȃs m
ajor m

obile phone 
operators restrict access to m

aterial 
based on the %%F&

Ȃs guidelines� Z
ith 

an\ content accessed via �*
 or �*

 that 
the %%F& Z

ould rate �� or higher being 
placed behind adult fi lters� $ll phone 
contracts in the 8

. com
e Z

ith these 
fi lters autom

aticall\ activated� 3re�paid 
phones are also fi ltered at device level 
b\ all m

ajor 8
. phone operators�

B
B

FC
: the parent’s friend

M
any parents w

ill recognise the British Board of Film
 

&ODssifi FDtion’s �%%)&� DJH�rDtinJ syP
EoOs froP

 tKH FinHP
D 

or '
9'

s DnG %Ou�rDy GisFs� +
HrH, tKHir &(2

, D
avid A

ustin
, 

explains they are now
 also guiding fam

ilies online

Film
 ratings

*
HnHrDOOy suitDEOH for FKiOGrHn 

DJHG � DnG oOGHr�

,n JHnHrDO, sKouOG not unsHttOH 
D FKiOG DJHG � or oOGHr� 

)or FinHP
D fi OP

s onOy, w
KHrH 

tKH FontHnt is JHnHrDOOy suitDEOH 
for FKiOGrHn DJHG �� DnG oYHr, Eut Dn 
adult m

ay take a younger child to see 
tKH fi OP

 if tKHy tKink it is suitDEOH for 
tKHP

� 7KH HTuiYDOHnt rDtinJ for '
9'

s 
DnG %Ou�rDy GisFs is ��� 

N
o one under 15 m

ay see 
D fi OP

 in D FinHP
D or Euy 

D '
9'

 or %Ou�rDy GisF rDtHG ��� 

N
o one under 18 m

ay see 
D fi OP

 in D FinHP
D or Euy 

D '
9'

 or %Ou�rDy GisF rDtHG ���

G
am

e ratings
6ince ����� age�rating video gam

es 
has been the responsibilit\ of the 
Video 6tandards &ouncil �V6&�� Z

hich 
uses the 3(*

, s\stem
 for classifi cation

PEG
I 3 G

am
es given this rating 

DrH suitDEOH for DOO DJH JrouSs� 
Could contain com

ic violence and 
nDturDO, non�sH[uDO nuGity�

PEG
I 7 A gam

e that w
ould 

norP
DOOy EH rDtHG 3(*

, � Eut 
FontDins soP

H SossiEOy friJKtHninJ 
FontHnt� $

ny YioOHnFH P
ust EH 

unrHDOistiF, oftHn GirHFtHG tow
DrGs 

fDntDsy FKDrDFtHrs�

PEG
I 12 G

am
es could include 

sH[uDO innuHnGo, soP
H YioOHnFH, 

including graphic injuries to fantasy 
FKDrDFtHrs, DnG P

iOG EDG ODnJuDJH� 

PEG
I 16 7KH JDP

H P
Dy fHDturH 

a lot of death and injury to hum
an 

FKDrDFtHrs� ,t FouOG DOso inFOuGH sH[, 
sw

HDrinJ, GruJs, sP
okinJ, JODP

orisHG 
FriP

H DnG DOFoKoO� 

PEG
I 18 $GuOt FODssifi FDtion 

could include sexual threat 
DnG YioOHnFH, GHFDSitDtion, YisiEOH 
JHnitDOs, torturH, Kow

 to FoP
P

it FriP
H, 

GisP
HP

EHrP
Hnt DnG GruJ tDkinJ�

For m
ore about PEG

I ratings, visit 
w

w
w

.videostandards.org.uk

$
ge verifi cation oI online porn sites

8
nGHr tKH tHrP

s of tKH '
iJitDO (FonoP

y $Ft, GuH 
to FoP

H into forFH in sSrinJ ����, tKH %%)& is 
nDP

HG Ds tKH SrHfHrrHG rHJuODtor to EH JiYHn 
the role of ensuring com

m
ercial pornographic 

sHrYiFHs P
ost OikHOy to EH YisitHG Ey 8

. FKiOGrHn 
DrH HP

SOoyinJ roEust DJH YHrifi FDtion to SrotHFt 
tKHP

 froP
 SotHntiDOOy KDrP

fuO FontHnt� *
uiGDnFH 

w
iOO EH SuEOisKHG DEout tKHsH nHw

 rHJuODtions 
EHforH tKHy FoP

H into forFH�

Image: Getty
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Tools and Settings

B
uilding digitally resilient children is a process that 
continues as your child grow

s. And, even though children 
are accessing the internet at an increasingly young age, 
there are tools to help take care of them

 until they are 
confident enough to taNe care of them

selves� 8
se these 

linNs to find inform
ation about the apps and services \our child  

is using, and how
 to contact the com

panies producing them
 if 

som
ething goes Z

rong� $ll inform
ation Z

ill be available on the 
D

igital Parenting  Z
ebsite Z

ith linNs to the providersȂ Z
ebsites�

:
e have covered som

e of the m
ain features for each service but 

other safet\ and privac\ settings m
a\ be available� ,f \our child is 

approached b\ an adult online Z
ho does an\ of the folloZ

ing� 
contact CEO

P im
m

ediately: w
w

w
.ceop.police.uk/ceop-report

 7alNs about se[ or other t\pes of se[ual activit\
 $

sNs to m
eet them

 ofȤine
 $

sNs them
 to lie to their parents about their online relationship  

or hide it 
 $

sNs them
 to do som

ething that m
aNes them

 feel uncom
fortable

H
elp at 

hand
Find inform

ation on how
 to report and set 

privacy and parental controls on apps and 
online services. Com

piled by V
icky Prior, 

editor of Vodafone D
igital Parenting w

ebsite 
w

w
w

.vodafone.com
/parents

Parental controls 
on \our com

puterȂs 
operating system

M
ac O

S and W
indow

s  
both include parental 

controls that enable \ou to 
set tim

e lim
its for \our childȂs 

use and restrict access to 
certain types of content.  
,n both operating s\stem

s� 
parents can set up user 
accounts for each m

em
ber  

of the fam
ily w

ith their ow
n 

unique passw
ords and then 

tailor the controls and 
restrictions to the age and 
m

aturity of their child.

W
indow

s
W

indow
s 10 offers access 

controls, tim
e lim

its and 
activity reports, including 
reports on the Z

ebsites� apps 
and gam

es your child uses. 
You can set up individual  
user accounts w

ith different 

age-appropriate controls. 
Earlier versions of W

indow
s 

also offer controls but the 
set-up process differs. 
7o finG out P

orH�  
vodafone.uk/
m

icrosoftw
indow

s10

M
ac O

S
Parental controls in m

acO
S 

Sierra let you add a m
anaged 

user so you can lim
it your 

childȂs access to age�
appropriate Z

ebsites and 
apps, decide w

ho they  
can contact via M

ail and 
M

essages, prevent access  
to iTunes, set tim

e lim
its and 

blocN use of the com
puterȂs 

built�in cam
era and m

ulti�
player gam

es in G
am

e  
Center. Earlier versions,  
such as M

ac O
S X, also  

offer parental controls.
7o finG out P

orH�  
vodafone.uk/applem

acos

Safety controls on 
search engines

S
etting SafeSearch on 
search engines m

eans 
that the m

ajorit\ of se[uall\ 
e[plicit videos and im

ages 
Z

ill be filtered from
 search 

results, along w
ith results 

that m
a\ linN to e[plicit 

content� ,t isnȂt ����
  

reliable� but itȂs useful  
if you have a young child.

*
oogleȂs 6afe6earch 

setting enables \ou to filter 
out m

ost adult content and 

get fam
ily-friendly results 

Z
hen searching the Z

eb�  
,f an inappropriate search 
result gets through, you  
can report it to G

oogle. 
Restricted m

ode on 
<ou7ube perform

s a sim
ilar 

function to SafeSearch – 
both can be locNed if \ou 
have a G

oogle+ account. 
5em

em
ber that these  

are device-level settings, 
m

eaning you have to set 
them

 on each tablet� phone 
or com

puter your child uses.
<ou can find inform

ation 
about safet\ features on  
the G

oogle search engine, 
<ou7ube� *

oogle 3la\� 
Chrom

e, H
angouts and  

other G
oogle services in  

the G
oogle Safety Centre. 

7o finG out P
orH�  

vodafone.uk/google
*O

ther search engines offer 
their ow

n safe search options, 
usuDOOy founG unGHr 6HttinJs 
or by clicking the gear icon. 
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Parental controls on your hom
e internet

Parental controls in 
your w

eb brow
ser

M
ost U

K broadband
providers offer free 

w
hole-hom

e parental controls, 
w

hich apply to any device that 
connects to your broadband 
via your hom

e hub. 
Sky’s parental controls are 

turned on by default and you 
have to choose to turn them

 
off. If you’re w

ith one of the 
other broadband providers, 
you turn the controls on 
yourself. Contact your provider 
to fi nd out hoZ

 to do this� 
and bear in m

ind that these 
controls only w

ork on your 
W

i-Fi netw
ork, not w

hen you’re 
using 3G

 or 4G
 to get online. 

<ou can fi nd out m
ore about 

parental controls on m
obile 

devices on p43. 

V
odafone

Available to anyone w
ith 

Vodafone Broadband, 
Vodafone parental controls 
are free and accessible from

 
w

ithin your online account. 
They protect all devices 
connected to your W

i-Fi 
and prevent access to 
inappropriate online content, 
such as violence, gam

bling, 
and adult m

aterial, as w
ell 

as to w
ebsites that contain 

viruses or m
alw

are. 
H

aving set up parental 
controls from

 your account, 
you can use the Vodafone 
Broadband app to set up 
a fam

ily netw
ork to control 

your children’s access to 
W

i-Fi at hom
e and set tim

e 
lim

its. G
o to G

oogle Play or 
the App Store to dow

nload 
the Vodafone Broadband 
app for free. 
7o fi nG out P

orH� 
vodafone.uk/hom

e

Sky
Sky Broadband Shield w

orks 
on all devices connected to 
your Sky hom

e broadband 
and com

es at no extra cost. 

You can custom
ise your 

settings in three steps: 
 Choose a rating: PG

, 13 or 18
 U

se the W
atershed feature to 

set restrictions at certain tim
es 

of the day
 $dd specifi c Z

ebsites that 
you w

ould like to block.
7o fi nG out P

orH� 
vodafone.uk/sky

B
T

BT Parental Controls let you 
m

anage internet access on all 
devices connected to your 
BT H

om
e H

ub and BT W
i-Fi 

hotspots (for exam
ple, cafés 

and other public spaces). 
Available for free, they 

include strict, m
oderate and 

light fi lters� an option to restrict 
access to specifi c Z

ebsites and 
a hom

ew
ork-tim

e setting that 
blocks social m

edia, gam
ing 

and hom
ew

ork cheat w
ebsites.

7o fi nG out P
orH� 

vodafone.uk/bt

V
irgin M

edia
Virgin M

edia W
eb Safe w

orks on 
any device connected to your 
hom

e W
i-Fi. Provided free in 

broadband packages, it lets 

Y
ou can change the settings 
on the brow

ser you use to 
access the internet. If you use 
m

ore than one, don’t forget 
to change the settings on 
each one. 

C
hrom

e 
Supervised user accounts on 
G

oogle Chrom
e allow

 you to 
block certain w

ebsites, see 

w
hich ones your child has 

visited, turn on SafeSearch and 
prevent apps being installed. 
7o fi nG out P

orH� 
vodafone.uk/chrom

e

Internet E
xplorer

M
icrosoft’s Content Advisor 

enables you to prevent your 
child from

 seeing w
ebsites 

containing nudity, violence 

you block w
ebsites that are 

unsuitable for younger users. 
In addition, you can install 
F-Secure SAFE on up to 
fi ve devices to protect \our 
children from

 inappropriate 
content, viruses, identity 
theft and m

alicious w
ebsites

w
hether they are at hom

e 
or out and about. 
7o fi nG out P

orH� 
vodafone.uk/V

irginM
edia

TalkTalk
TalkTalk’s H

om
eSafe w

orks 
as a Z

eb fi lter to all devices 
connected to your TalkTalk 
router. The free package 
includes Kids Safe, w

hich 
lets you block inappropriate 
sites you’d rather children 
didn’t see. You can also use 
it for H

om
ew

ork Tim
e, 

restricting the hours they 
can go on certain w

ebsites, 
w

hile Virus Alerts lets you 
brow

se safely.
7o fi nG out P

orH� 
vodafone.uk/TalkTalk

and inappropriate content.
7o fi nG out P

orH� 
vodafone.uk/IE

Firefox
The parental controls in 
Firefo[ fi lter Z

eb content 
that m

ay be inappropriate 
or offensive for children.
7o fi nG out P

orH� 
vodaIone�uk�fi reIo[
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H
ow

 can Vodafone help?

Third-party parental controls

Parental controls on your child’s 
sm

artphone and tablet

Y
ou m

ay decide to use 
a dedicated parental 

control solution to do things 
like block inappropriate 
content and set tim

e lim
its. 

Som
e of these require you 

to pay a subscription; others 
are free. If you already have 
a security suite on your 
com

puter, check w
hether 

it includes parental controls 
as you m

ay not need a 
third-party solution. 

Q
ustodio (free)

7o fi nG out P
orH� 

vodafone.uk/qustodio

K
aspersky Security 

C
loud (paid for)

7o fi nG out P
orH� 

vodafone.uk/kaspersky

F-Secure (paid for) 
7o fi nG out P

orH� 
vodafone.uk/fsecure

N
orton Fam

ily (paid for) 
7o fi nG out P

orH� 
vodafone.uk/norton

M
cA

fee (paid for)
7o fi nG out P

orH� 
vodafone.uk/m

cafee

P
arental controls on 
sm

artphones and tablets 
can block access to w

ebsites 
containing adult content. 
M

obile phone com
panies 

can fi lter content rated ��� 
at the netw

ork level – check 
w

ith your m
obile provider 

Z
hether this fi lter is on or off� 
The U

K’s m
ain m

obile 
providers (e.g. Vodafone, EE, 
O

2 and Three) autom
atically 

blocN ��� rated content 
through the Active Choice 
netZ

orN�level fi ltering s\stem
�  

But rem
em

ber, these 
fi lters onl\ Z

orN Z
hen the 

device is connected via the 
m

obile netw
ork, not W

i-Fi. 
Your m

obile’s operating 
system

 m
ay also include 

safety features and you 
can set restrictions on the 
App Store and G

oogle Play 
(see below

).

A
ndroid (eg LG

, Sony, 
Sam

sung, H
uaw

ei, 
H

TC
, M

otorola)
The restricted user feature 
lets you m

anage w
hich apps, 

gam
es and other content 

your child can access and 
gives you the choice of 
disabling certain features, 
such as location and cam

era.
7o fi nG out P

orH� 
vodafone.uk/cnet

iO
S (eg iPhone and iPad)

You can enable restrictions 
on your child’s iPhone or 
iPad and select on or off for 

V
odafone Secure N

et 
protects you and your fam

ily 
against harm

ful w
ebsites 

and viruses that could 
dam

age your m
obile data 

and devices, steal your 
data or cause you to lose 
personal content like 
photos, m

usic and videos. 
You can also block 

inappropriate w
ebsites by 

age on your child’s device 
and restrict m

obile use to 
certain tim

es of the day. 
7o fi nG out P

orH� 
https://securenet.
vodafone.co.uk

V
odafone Content Control 

prevents access to online 
content and services rated 
��� on VodafoneȂs m

obile 
netw

ork. 
Content Control is in place 

on all devices Vodafone offers. 
The age-restricted content 

bar only w
orks on Vodafone’s 

m
obile netw

ork, not on 
:

i�Fi� and proof of age ����� 
is required if you w

ish to 
rem

ove it from
 your device. 

7o fi nG out P
orH� 

vodafone.co.uk/control

App store restrictions

features such as FaceTim
e, 

in-app purchases and Safari.
7o fi nG out P

orH� 
vodafone.uk/apples
parentalcontrols

W
indow

s Phone (eg 
M

icrosoft Lum
ia) 

The M
y Fam

ily option helps 
you to m

anage the apps and 
gam

es your child is able to 
dow

nload to their phone. You 
can also set up Kid’s Corner 
on your ow

n W
indow

s Phone 
so that, if your child borrow

s 
it, they can only access 
age-appropriate content 
and not get to the rest of 
your stuff that you w

ant 
to keep private.
7o fi nG out P

orH� 
vodafone.uk/m

icrosoft
m

yfam
ily

7o sHt uS .iG’s &ornHr� 
vodafone.uk/kid

Y
ou can set up parental
controls on the App 

Store (see vodafone.uk/
apps) and G

oogle Play (see 
vodafone.uk/googleplay) 

to prevent your child 
dow

nloading apps that 
are age inappropriate.

F-Secure (paid for) 
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Safety and privacy controls 
on social netw

orks and apps

Safe m
ode on video-sharing, 

7V and fi lm
 services

M
any social netw

orks and 
apps have a m

inim
um

 
age of 13. Young people can 
have a positive experience by 
m

aking the m
ost of built-in 

tools to protect their privacy 
and safety.

Facebook
M

inim
um

 age: 13
W

hat can you set? 
D

ecide w
ho sees your posts 

and Tim
eline, unfollow

, 
unfriend and block people.
7o fi nG out P

orH DnG 
report concerns: 
vodafone.uk/Facebook

Instagram
M

inim
um

 age: 13
W

hat can you set? M
ake 

photos and videos private 
and block people.
7o fi nG out P

orH� 
vodafone.uk/Instagram
To report concerns: 
vodafone.uk/InstaR

eport

K
ik

M
inim

um
 age: 13 w

ith 
parental perm

ission; 18 w
ithout

W
hat can you set? 

M
anage w

ho can talk to you, 

m
ute users in Video 

Chat and block people.
7o fi nG out P

orH DnG 
report concerns: 
vodafone.uk/K

ik

W
hisper

M
inim

um
 age: 13 w

ith 
parental perm

ission; 18 w
ithout

W
hat can you set? Block 

people and hide your location.
7o fi nG out P

orH� 
vodafone.uk/
w

hispergetstarted
To report concerns: 
vodafone.uk/
w

hispersupport

W
hatsA

pp
M

inim
um

 age: 13
W

hat can you set? Control 
w

ho sees your inform
ation, 

w
ho you interact w

ith, w
hat 

you see and w
hat you share.

7o fi nG out P
orH DnG 

report concerns: 
vodafone.uk/W

hatsA
pp

L
ots of online services 
offer video, TV and m

ovie 
content. Som

e use passw
ord 

and PIN
 com

binations to 
restrict view

ing, based on age 
ratings. Som

e allow
 separate 

profi les for \ounger users so 
they can only view

 child-
friendly content (these w

ork 
only if the adult chooses the 
passw

ord and PIN
 and keeps 

them
 secret). Som

e platform
s 

have dedicated children’s 
versions, w

hich only carry 
age-appropriate content. Look 
for the Just for Kids sym

bol.

YouTube
YouTube’s Restricted m

ode 
helps to screen content you 
w

ouldn’t w
ant your child 

to see. YouTube also offers 
<ou7ube .ids� specifi call\ 
for children. It contains only 
age-appropriate videos and 
includes parental controls 
and a tim

er.  

7o fi nG out P
orH� 

vodafone.uk/YouTube
)or P

orH DEout <ou7uEH .iGs� 
vodafone.uk/youtubekids

B
B

C
 iPlayer

The Parental G
uidance Lock 

lets you control w
hat your 

child can access. The free 
BBC iPlayer Kids app contains 
age-appropriate content, such 
as CBeebies and CBBC

, and 
a Safety Lock, and it has no 
in-app purchases or adverts. 
Since spring 2017, you need a 
passw

ord to access BBC iPlayer.
7o fi nG out P

orH� 
vodafone.uk/bbc
)or P

orH DEout %%& 
i3ODyHr .iGs� 
vodafone.uk/bbckidssafety

1
etȦ i[

There are four m
aturity levels 

in 1
etȤ i[ parental controls 

(Little Kids, O
lder Kids, Teens 

and Adults/All M
aturity) to 

help you control w
hat your 

child w
atches.

7o fi nG out P
orH� 

vodaIone�uk�netȦ i[ 

A
m

azon V
ideo and 

A
m

azon Prim
e

Am
azon’s PIN

 feature lets 
you set purchase and view

ing 
restrictions on each of your 
registered devices.  
7o fi nG out P

orH� 
vodafone.uk/am

azon
$P

D]on SroGuFHs sSHFiDO FKiOG�
friHnGOy HGitions of its )irH tDEOHt 
w

itK sSHFiDO fHDturHs for fDP
iOiHs� 

A
pple TV

Turn on Restrictions to 
m

anage access to app 
purchases, m

ovies, m
ultiplayer 

gam
es and other content 

on your Apple TV.
7o fi nG out P

orH� 
vodafone.uk/appletv

Sky TV
U

sing PIN
-protected parental 

controls, you can restrict the 
content your child can w

atch 
on Sky TV. The Sky Kids app 
lets \ou set up a child profi le 
w

ith show
s tailored to their 

age, and set tim
e lim

its.
7o fi nG out P

orH�
vodafone.uk/SkyTV

 
7o fi nG out P

orH DEout 6ky .iGs� 
vodafone.uk/skykids 

TalkTalk TV
 Store

This has been integrated 
w

ith the parental controls 
in the Xbox 360 and Xbox 
O

ne. Safety features are 
also available in the 
W

indow
s 8.1+ app. 

7o fi nG out P
orH� 

vodafone.uk/TalkTalkTV
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Live-stream
ing 

services

Snapchat
M

inim
um

 age: 13
W

hat can you set? 
Choose w

ho can send you 
Snaps, decide w

ho can view
 

your Stories and block people.
7o fi nG out P

orH� 
vodafone.uk/snapchat
7o rHSort FonFHrns� 
vodafone.uk/snapchathelp

Tw
itter

M
inim

um
 age: 13

W
hat can you set? 

Protect your tw
eets so that 

only approved follow
ers see 

them
, choose w

hether to 
share your location, unfollow

, 
m

ute and block people.

7o fi nG out P
orH� 

vodafone.uk/tw
itter

7o rHSort FonFHrns� 
vodafone.uk/Tw

itterR
eport

A
SK

fm
M

inim
um

 age: 13
W

hat can you set? 
Allow

 or block anonym
ous 

questions, delete questions 
and answ

ers from
 your 

profi le and blocN people�
7o fi nG out P

orH DnG rHSort 
FonFHrns� 
vodafone.uk/A

skFM

ooV
oo

M
inim

um
 age: 13

W
hat can you set? 

Prevent certain people 
from

 contacting you, block 

incom
ing calls, prevent 

people from
 seeing your 

photos and set video-call 
privacy options.
7o fi nG out P

orH� 
vodafone.uk/oovoofaqs
7o rHSort FonFHrns� 
vodafone.uk/oovooreport

Yellow
M

inim
um

 age: 13 w
ith 

parental perm
ission; 

18 w
ithout

W
hat can you set? 

Choose w
ho you talk to 

and hide your city so that 
people don’t know

 your 
exact location.
7o fi nG out P

orH DnG 
rHSort FonFHrns� 
vodafone.uk/yellow

safety

L
ive-stream

ing platform
s 

let people chat or 
broadcast videos in real 
tim

e. This can create privacy 
and safety issues, so check 
the settings and controls 
on each app. 

Facebook Live
M

inim
um

 age: 13
W

hat can you set? D
ecide 

w
ho sees your live stream

 
and Tim

eline, unfollow
, 

unfriend and block people.
7o fi nG out P

orH DnG 
rHSort FonFHrns� 
vodafone.uk/Facebook

Skype
M

inim
um

 age: 13
W

hat can you set? H
ide 

your age, date of birth and 
gender, only allow

 people 
in your contact list to get 
in touch and block people.
7o fi nG out P

orH� 
vodafone.uk/Skype
7o rHSort FonFHrns� 
vodafone.uk/SkypeR

eport 

Periscope
M

inim
um

 age: 13
W

hat can you set? H
ide your 

location, set private broadcast 
so only people you invite can 
w

atch your broadcasts, restrict 
chat to only people you follow

 
and choose w

hether to share 
your broadcast on Tw

itter.
7o fi nG out P

orH� 
vodafone.uk/pscphelp
7o rHSort FonFHrns� 
vodafone.uk/pscpreport

YouN
ow

M
inim

um
 age: 13 w

ith parental 
perm

ission; 18 w
ithout

W
hat can you set? U

se a 
nicknam

e, hide your location 
and block people.
7o fi nG out P

orH� 
vodafone.uk/YouN

ow
7o rHSort FonFHrns� 
vodafone.uk/YouN

ow
R

eport

m
usical.ly

M
inim

um
 age: 13 w

ith parental 
perm

ission; 18 w
ithout

W
hat can you set? 

M
ake your account private, let 

only friends direct m
essage you 

(direct.ly), block users and hide 
your location. (To live stream

 
content m

ade using m
usical.ly, 

you need to use live.ly.)
7o fi nG out P

orH DnG 
rHSort FonFHrns� 
vodafone.uk/m

usically

Telling it 
like it is

live.ly
M

inim
um

 age: 13 w
ith 

parental perm
ission; 

18 w
ithout

W
hat can you set? A

s you 
need a m

usical.ly account 
to use live.ly, the settings 
are the sam

e as above.
7o fi nG out P

orH DnG 
rHSort FonFHrns� 
vodafone.uk/m

usically

R
em

em
ber...

,f your FKiOG sHHs DnytKinJ 
inDSSroSriDtH or sH[uDO on 
D OiYH strHDP

inJ sHrYiFH, 
tKHy sKouOG rHSort it to tKH 
DSS or w

HEsitH DGP
inistrDtors� 

,f tKHy DrH tKH suEMHFt of 
inDSSroSriDtH sH[uDO FontDFt 
or DSSroDFK Ey DnotKHr 
SHrson, tKHy sKouOG tHOO 
Dn DGuOt tKHy trust DnG 
rHSort it iP

P
HGiDtHOy 

to CEO
P at w

w
w

.ceop.
police.uk/ceop-report

A
s tech-savvy as children 

are, they’re often unaw
are 

of w
hat they agree to in 

the T&
Cs of apps and other 

services. To highlight 
this� $nne /ongfi eld� the 
Children’s Com

m
issioner 

of England and W
ales, had 

Instagram
’s term

s and 
conditions rew

ritten into 
child-friendly language 
b\ top laZ

 fi rm
 6chillings 

as part of its recent 
G

row
ing up D

igital report.
7o fi nd out m

ore� 
see w

w
w

.childrens
com

m
issioner.gov.uk/

publication
/grow

ing-
up-digital
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V
irtual reality

H
ave you ever w

anted to 
take yourself to another 
w

orld? W
ell, technology 

is letting that happen, 
courtesy of virtual reality 

headsets and apps.
Also know

n as VR
, this im

m
ersive 

technology ‘transports’ you anyw
here, 

from
 the ocean to outer space. 

The m
ost com

m
on w

ay to access 
VR is through goggle-type headsets, 
w

hich vary from
 sim

ple cardboard 
devices for around £10, to fancy 
hi-tech gear, w

hich com
es w

ith a 
healthy price tag. W

hile w
earing 

your headset, any m
ovem

ents you 
m

ake are m
irrored in the virtual 

environm
ent you’re exploring.

VR has becom
e increasingly 

popular w
ith schools as the 

technology has becom
e cheaper, 

and organisations are now
 creating 

educational content specially designed 
to be experienced using VR

.
Platform

s such as G
oogle Expeditions 

enable pupils to take virtual trips 
around the w

orld, into space, and even 
back in tim

e. N
earpod gives students 

w
ith special educational needs and 

those w
ith m

obility issues the chance 
to visit the w

onders of the w
orld 

w
ithout leaving their classroom

.
7he use of drones to fi lm

 in previousl\ 
inaccessible areas, such as the no-go 
zone around the form

er nuclear reactor 
in Chernobyl, U

kraine, m
eans w

e can 
explore the planet like never before.

At hom
e, gam

es consoles such as 
PlayStation4 and O

culus Rift offer VR 
titles, w

hile you can also dow
nload 

apps to play on your phone or tablet. 
It’s a technology that takes players 
on adventures that parents could only 
have dream

t of w
hen they w

ere young.

9
5

� to infi nit\ 
and beyond

IT teacher-turned-internet safety w
riter 

Yusuf Tam
anna looks at how

 im
m

ersive 
virtual reality technology is being used 
to help children learn – and play

TO
P

TIP

A
s w

ith any new
 

technology, it’s a good 
idea to try VR for yourself 
fi rst, so you know

 if it’s 
som

ething you’re happy 
for your child to use.

Finding your w
ay 

in virtual reality
  M

any headsets specify that 
they are for ages 12 or over. 
G

oogle’s Cardboard view
ers 

are for 7+, but they advise that 
children should be supervised 
w

hile using them
.

  M
otion sickness has been 

reported w
hen using virtual 

reality headsets, w
ith som

e 
people com

plaining of nausea 
and headaches. Setting tim

e 
lim

its for use and taking regular 
screen breaks is advisable.

  U
sing a VR headset w

hile 
standing or w

alking? D
on’t – 

it can m
ake you disorientated 

and liable to bum
p into things 

in the real w
orld.

bestrongonline.antibullyingpro.com

Image: Gallery Stock
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B
E STR

O
N

G
 O

N
LIN

E
A

n A
m

bassadors Program
m

e
From

 The D
iana A

w
ard

R
egional training-day locations

G
lasgow

 • London • M
anchester • B

irm
ingham

 • B
elfast • B

ristol • C
ardiff • N

ew
ark 

• Leeds • Stoke •  A
nd m

ore to com
e

bestrongonline.antibullyingpro.com

FR
E

E online safety and skills training and resources for teenagers
B

e Strong O
nline is a peer-led program

m
e for schools and youth groups to help 

young people prom
ote positive online behaviour and build digital resilience

W
e are running FR

E
E B

e Strong O
nline A

m
bassador training events in secondary schools across 

the U
K

 from
 Septem

ber 2017. E
m

ail bestrongonline@
diana-aw

ard.org.uk for m
ore inform

ation

TH
E TR

A
IN

IN
G

 D
AY W

ILL E
XPLO

R
EFR

E
E TR

A
IN

IN
G

Contact bestrongonline@
diana-aw

ard.org.uk

• H
ow

 to be a B
e Strong O

nline 
A

m
bassador and raise aw

areness 
about online safety 

• D
evelop skills such as confi dence, 

public speaking, team
w

ork and 
facilitating discussions w

ith 
a group of students

• C
am

paign ideas to encourage 
B

e Strong O
nline A

m
bassadors to 

em
bed the program

m
e in school

C
an’t m

ake it to one of our w
orkshops?

 You can dow
nload our anti-bullying training m

odules and learn at hom
e.

bestrongonline.antibullyingpro.com
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“The Vodafone Foundation is dedicated to investing in the 
communities where Vodafone operates. Communications 
technology can address some of the world’s most pressing 

issues and provide opportunities for education and 
development for young people around the world.  

 
“We continue to work with our charitable partners to 

produce Digital Parenting magazine to provide critical 
information to millions of parents and guardians to  

enable them to support and protect children as  
they grow up in an increasingly digital world.” 

Andrew Dunnett, Director, Vodafone Foundation

The Vodafone Foundation invests in the communities in which Vodafone operates and is at the centre of a network of global  
and local social investment programmes. The Vodafone Foundation is a UK registered charity (1089625). Connecting for Good  
is the Vodafone Foundation’s commitment to combine Vodafone’s charitable giving and connectivity to drive change. Globally,  
the Vodafone Foundation supports projects that are focused on delivering public benefit through the use of communications  

technology across the areas of health, education and disaster relief. 
 

For more information, please visit www.vodafonefoundation.org
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